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This study proposes a novel approach that integrates a permissioned
blockchain with a certificateless authentication scheme. The proposed model
enables secure, decentralized, and efficient authentication among vehicles,
fog nodes, and Roadside Units (RSUs), while eliminating the need for
centralized certificate authorities. Certificateless cryptography enhances user
privacy and reduces computational burden, whereas blockchain technology
ensures transparency and immutability by securely recording authentication
events. The performance of the proposed system is evaluated through
comprehensive simulations implemented in Python within a realistic 5G-
enabled VFC environment. Key performance metrics, including
authentication success rate, resistance to replay attacks, and blockchain
scalability, are analyzed. The results demonstrate a high authentication
success rate of up to 90.7%, efficient blockchain growth, and sustained
system performance even in the absence of RSUs. These findings confirm the
scalability, robustness, and practical applicability of the proposed scheme.
Overall, this study presents a secure, privacy-preserving, and infrastructure-
independent authentication framework suitable for deployment in smart

cities and autonomous vehicular networks.

© 2026 The Authors. Published by IASE. This is an open access article under the CC
BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Rapid changes in vehicular networks and their
applications involving cloud computing and fog
computing immediately raise concerns about the
need for complete and responsible security. Since
such networks mesh with 5G, which has generally
increased data synchronization and communicative
capabilities among traveling vehicles, security and
privacy have been highlighted as some of the high-
priority challenges (Almazroi et al., 2023a).

This scaling up of modern networks that form
the global open web demands effective measures to
ensure data integrity and user privacy protection,
given the rapid growth triggered by advances in
communication technologies and specific systems.
The new frequency of 5G has equipped vehicular
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networks with faster communication and more
robust electronic systems, increasing their
functionality. Real-time applications, especially V2X
communications, play a very important role in
developing higher levels of security in vehicular
networks (Meng et al, 2020). The increased
dependency on wireless communication has also
brought  significant  security and  privacy
vulnerabilities (Biswash and Jayakody, 2020).

This raises the bar for protecting sensitive
information and secure communication. Through the
advancement in vehicular networks, fog computing
has emerged as a promising strategy to handle the
massive data generated. Unlike traditional cloud
computing, fog computing provides a less time-
consuming means whereby data processing can be
allowed closer to its source.

Nearness reduces delay, implying overall
efficiency in the system. However, with even fog
computing in place, vehicular networks remain
vulnerable to various kinds of cyber threats, for
example, man-in-the-middle attacks, data tampering,
breach of wuser privacy, etc. In this context,
blockchain technology has developed a new solution
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that offers decentralized systems characterized by
transparency and resistance to cyberattacks; thus, it
eliminates conventional digital certificates. Its
inherent properties make blockchain suitable for
tackling vehicular network security challenges
(Fernando et al., 2025).

That makes integrating blockchain technology
with a certificate authentication model an appealing
move to ensure the security of communications
across those networks. This model meets the
difficulties of traditional certificate-management
systems and can provide practical, robust privacy

protection with reduced computational cost.
Certificateless authentication lessens all burdens
linked to PKI, typically wused in vehicular
communications.

Therefore, it offers a lightweight but efficient
communication security approach. It ensures strong
security guarantees without the intricacies of digital
certificate management typical of more traditional
frameworks (Gong et al, 2023). Blockchain
technology and certificate authentication establish a
robust security framework in vehicular networks.
This framework will enforce the networks to protect
privacy, reduce costs, decrease administrative loads,
and enhance operational security and efficiency.

Especially in vehicular networks, sensitive
information, such as vehicle location and user
identity, can be obtained by malicious users.
Blockchain technology and certificate authentication
secure user identities, thus enabling safe and
verifiable communications between vehicles with
ensured anonymity.

e Detailed protocol description: Step-by-step
authentication and transaction flows with clear
notation for cryptographic operations.

e Protocol diagrams: Sequence diagrams illustrating
interactions among entities (e.g., users, devices,
blockchain nodes).

e Algorithm pseudocode: For key generation,
encryption/signing, verification, and smart
contract execution.

e Parameter and implementation details: Security
parameters, curve/lattice choices, hash functions,
gas costs, and block intervals.

e Threat model and assumptions: Explicit attacker
capabilities and trust assumptions.

e Security proofs or sketches: Formal or semi-formal
proofs tied to standard models.

e Blockchain specifics: Consensus mechanism, on-
/off-chain data split, smart contract logic, and
upgrade/revocation handling.

e Performance breakdown: Per-operation latency,
computation, communication, and storage
overhead.

e Reproducibility artifacts: Implementation details,
datasets, code repository, or configuration
settings.

The novelty of this work relies on the capability
for a new authentication scheme to be developed
based on blockchain and fog computing to respond
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to current security needs in vehicular networks. A
certificate-free authentication scheme for networks
supported by fifth-generation technology is
proposed, leveraging fog computing capabilities
only. The study aims to improve the existing
weaknesses of these traditional systems and the
protection of privacy and energy efficiency to make
the environment of data exchanges in these
networks more secure and user-friendly, to improve
the total user experience.

2. Related works

A thorough analysis of the body of research on
blockchain technology, certificateless cryptography,
authentication in vehicular networks, and privacy-
preserving strategies in 5G-enabled fog computing
settings. By pointing out current research trends,
stressing the  shortcomings of traditional
authentication methods, and highlighting the need
for more effective and secure solutions, it lays the
theoretical groundwork for the investigation.

The proposed scheme is designed to provide
strong privacy guarantees by preserving user
anonymity and preventing identity linking attacks,
even in the presence of powerful adversaries.
Specifically, the real identity of each vehicle is never
exposed during communication or transaction
generation. Instead, vehicles operate using short-
term pseudonymous identifiers derived from
cryptographic credentials, ensuring that transmitted
messages cannot be directly associated with long-
term identities.

Anonymity is preserved through the separation
of identity management and message authentication.
While authentication guarantees message legitimacy,
it does not reveal the sender’s true identity. This
design prevents adversaries from learning sensitive
identity information by eavesdropping on network
communications or analyzing blockchain records.
Moreover, cryptographic protections ensure that any
identifiers  included in  transactions are
computationally infeasible to reverse or map to real-
world identities.

To resist identity linking attacks, the proposed
scheme employs frequently refreshed pseudonyms
and session-specific cryptographic randomness. As a
result, messages generated by the same vehicle
across different sessions appear unlinkable to
external observers. Even if an adversary gains access
to multiple transactions or communication traces,
the lack of reusable identifiers and the incorporation
of randomness prevent correlation attacks based on
timing, message structure, or cryptographic material.

Furthermore, the immutable nature of the
blockchain does not compromise privacy, as only
privacy-preserving metadata is stored on-chain.
Sensitive information is either encrypted or
maintained off-chain, ensuring that long-term
analysis of blockchain data does not enable
retrospective identity disclosure. Consequently, the
scheme achieves a balance between accountability
and privacy by allowing authorized entities to
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perform conditional traceability when required,
without sacrificing anonymity under normal
operation.

Overall, the proposed scheme provides strong
anonymity and unlinkability guarantees, effectively
protecting users against identity inference and
linking attacks while maintaining secure and
authenticated communication.

The paper also examines the advantages and
disadvantages of several methods put forth in earlier
research. By highlighting the research gap that the
proposed scheme seeks to fill, this review ultimately
aids in its justification. 5G communications,
protected by blockchain-based certificate
authentication, are necessary for 5G vehicular fog
computing (Ahmed et al.,, 2022; Chattaraj et al., 2021;
Al-Mekhlafi and Alfhaid, 2025).

Blockchain integration into automotive networks
reduces overhead, gets rid of single points of failure,
and does away with the need for conventional
certificate authorities (Chattaraj et al., 2021). Strong
authentication methods must be developed because
real-time data processing in vehicular fog computing
is entirely supported by edge computing resources
(El-Zawawy et al., 2023).

Due to the increasing number of potential
cyberthreats in vehicular networks, every precaution
must be taken to keep trucks inside the protected
area in order to prevent attacks, data breaches, and
unauthorized access (Gazdar et al., 2022). This study
will demonstrate how, in 5G-enabled fog computing
environments, blockchain and certificate
authentication can improve vehicle security (Khalifa
etal, 2022).

2.1. Secure authentication methods in vehicular
networks with blockchain

Vehicle networks rely on cryptographic
techniques for authentication in order to guarantee
data integrity and prevent unauthorized parties from
accessing it (Almazroi et al, 2023b). Public key
infrastructure (PKI)-based authentication is used in
many of these solutions; while it works, adding
certificate authorities raises concerns about
scalability (Rezazadeh Baee et al, 2021). This
reliance is removed by certificateless authentication,
which lowers computational and communication
overhead.

The alternative method, identity-based
authentication, simplifies key management but
introduces privacy concerns by using authentication
credentials linked to the user's identity (Xie and
Huang, 2024). By enhancing authentication security,
blockchain supports the decentralized trust model
(Singh et al.,, 2023). Blockchain consensus processes
make authentication records unchangeable, making
them impervious to malevolent manipulation
(Banerjee et al.,, 2021). However, previous research
has proposed using blockchain-based schemes to
improve system resilience and reduce attack vectors
and decentralized identity (Li et al., 2020).
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2.2. Security and privacy enhancements in

vehicular communication

Strong measures should be used to stop data
from unauthorized access in order to preserve data
security and privacy in vehicular communications
while maintaining high efficiency (Bala et al., 2023).
Blockchain can perform real-time authentication
without relying on centralized servers, reducing
latency and boosting scalability with the aid of edge
computing (Ma et al., 2024).

Cryptographic methods such as ring signatures,
homomorphic encryption, and zero-knowledge
proofs are wused to supplement privacy in
authentication while maintaining privacy (Hussain et
al, 2024). Second, cars use anonymous identity
authentication in privacy-preserving authentication
methods (Abdel Hakeem and Kim, 2023).

Ring signatures render transactions unlikable for
a particular vehicle, and zero-knowledge proofs
allow one to confirm that transactions do not
disclose private information. Through verifiable and
tamper-resistant  logs, data integrity and
confidentiality are resolved using the blockchain's
immutability and transparency (Ahmed et al., 2022;
Khalil et al., 2022).
authentication

2.3. Evaluation metrics for

frameworks

Latency, computational cost, security robustness,
and scalability are performance metrics used to
assess authentication frameworks (Ma et al., 2024).
According to Al-Khatib et al. (2024), the biggest
factor affecting real-time vehicular applications is
latency. Based on an analysis of the computational
cost, the possibility is based on the authentication
mechanism's potential for resource-constrained
environments (Shewajo et al., 2024; Al-Mekhlafi et
al,, 2016).

Security robustness, or the framework's ability to
withstand attacks, is the second metric; scalability,
or the framework's capacity for large-scale
implementation, is the final metric (Haddad et al,
2020; Al-Mekhlafi et al., 2017). The effectiveness of
various authentication models in real-world
automotive settings is benchmarked (Liu et al,
2022). However, compared to conventional PKI-
based techniques, blockchain-based frameworks
have higher security and lower latency (Azam et al.,
2021; Al-Mekhlafi et al., 2018). The scalability tests
show that the blockchain can operate in high-traffic,
low-computer-overhead automotive environments.

2.4. Authentication challenges and the role of
blockchain in 5G-enabled vehicular fog
computing

According to the literature review, 5G-enabled
fog computing necessitates the security of vehicular
networks, necessitating blockchain-based certificate
authentication (Al-Janabi et al.,, 2024). The security
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and effectiveness of the authentication methods— 2.5. Comparison with related work
PKI-based, certificate-based, and identity-based vary
(Indushree et al,, 2023). Table 1 presents a comparative evaluation
Blockchain provides immutability, between the proposed scheme and representative
decentralization, trust assurance, and a reduction in PKI-based, identity-based, and blockchain-assisted
reliance on third parties for authentication (Lv and approaches. Unlike PKI-based solutions, which suffer
Liu, 2022). Anonymous authentication using from high certificate management overhead and
signatures adds another layer of security (Khaliq et verification latency, the proposed scheme achieves
al., 2022). Latency, computational cost, security lower authentication latency and reduced
robustness, and scalability are assessment metrics communication overhead. Compared to identity-
that gauge the authentication frameworks' based schemes, the proposed approach provides
effectiveness (El-Zawawy et al,, 2023). Despite the stronger privacy guarantees, including full
encouraging  outcomes of  blockchain-based anonymity and resistance to identity linking attacks.
authentication, more investigation is still required to Moreover, the proposed scheme supports
determine its scalability and computational conditional traceability while maintaining scalability,
efficiency for widespread vehicle deployment making it well-suited for large-scale and dynamic
(Kaltakis et al., 2021). vehicular environments.

Table 1: Comparison with existing schemes

Scheme type Aut}ll:; t;ié;tmn COIES:;ELC:;OH C%I‘r]lgg:fém Anonymity  Unlinkability = Traceability = Scalability
PKI-based High High (certificates) High (cert. verify) X X v Medium

Identity-based Medium Medium Medium Limited Limited v Medium
Blotf;l:scggm_ High High High v v X / Limited Low
Pg:}?:;eed Low Low Low v v v High

3. Methodology These entities establish communication protocols

that address vehicle-to-vehicle (V2F), vehicle-to-

In order to develop, deploy, and assess a infrastructure (V2I), and vehicle-to-vehicle (V2V)
blockchain-based  certificateless  authentication interactions. The system incorporates blockchain
system specifically suited for 5G-enabled Vehicular technology to offer a safe and impenetrable ledger

Fog Computing (VFC) environments, this study uses for keeping authentication records. With specific

an organized methodology. The methodology is roles for nodes like RSUs and fog nodes, which

intended to tackle the main issues of performance, validate transactions and run smart contracts to
security, and privacy in dynamic vehicular networks. automate authentication procedures and privacy

Modelling the VFC environment, including cars, fog controls, a permission blockchain model is used.

nodes, Roadside Units (RSUs), and 5G base stations, By using certificateless cryptography, the

is the first step in defining the system architecture. certificateless authentication scheme does away with
the necessity for conventional Public Key

e Protocol pseudocode: Provide clear step-by-step Infrastructure (PKI). Using a dual-key strategy, each
pseudocode for key phases, such as system vehicle generates its own public-private key pair
initialization, authentication (V2V/V2I), key while a trusted authority issues partial private keys.
agreement, and revocation. Secure session key exchange and mutual

e Message sequence diagrams: Include a detailed authentication between cars and RSUs without
protocol diagram showing interactions among certificates are made possible by this design.
vehicles, RSUs, and blockchain nodes, with Mechanisms like pseudonym-based identities
message contents and cryptographic operations and recurring updates to avoid long-term linkability
annotated. are included in the scheme to protect privacy.

e Blockchain interaction flow: Explicitly illustrate Additionally, data minimization techniques are used
when and how transactions are generated, to make sure that only necessary information is
validated, and recorded on-chain, and what data revealed during authentication and that only
are stored on-chain vs. off-chain. authorized nodes can access it. The suggested

e Algorithm boxes: Present core algorithms (e.g., system is subjected to a thorough security analysis,
authentication, key update, verification) in which includes threat modelling to assess its
standard  algorithmic format to improve defenses against prevalent attacks like replay,
readability. impersonation, and man-in-the-middle attacks.

o Notation table: Add a table summarizing symbols, The immutability and auditability of blockchain
cryptographic primitives, and parameters used in technology are used to strengthen the system's
the protocol. credibility. To assess the authentication protocol's

e Execution timing: Optionally annotate diagrams performance under actual driving circumstances,
with latency or computational costs to link such as fluctuating vehicle densities and mobility
methodology with performance results. patterns, a simulation environment is developed. To

118



Al-Mekhlafi et al/International Journal of Advanced and Applied Sciences, 13(6) 2026, Pages: 115-124

demonstrate the benefits of the suggested method,
key performance metrics like latency, bandwidth
consumption, and computational overhead are
measured and contrasted with conventional PKI-
based systems.

Lastly, every discovery—including security
analysis and performance results—is recorded.
Enhancing cryptographic efficiency and optimizing
blockchain integration are two examples of possible
areas for improvement. Future developments are
suggested to increase VFC systems' scalability and
privacy.

4., Results and discussion

In this study, the performance analysis and
evaluation of the suggested certificateless
authentication system in a 5G-enabled vehicular fog
computing environment are presented. The
assessment seeks to gauge the system's efficacy in
terms of RSU activity, blockchain growth,
authentication success rate, and general responsive
security (Al-Mekhlafi et al., 2019).

e Precise definition of “RSU activity”: Clearly explain
what metric “RSU activity” refers to (e.g., on-chain
transactions, authentication requests, or control-
plane signaling), and distinguish it from RSU
availability or participation.

e Authentication workflow clarification: Explicitly
state whether authentication in the reported
scenario is V2V-only, RSU-assisted, or RSU-
optional, and under what conditions each mode is
used.

e Scenario-specific explanation: Add a short
paragraph explaining why RSU activity is zero in
that experiment (e.g., RSUs are present but not
required, or authentication is performed directly
between vehicles).

o Figure/text consistency: Revise figures and
captions to clearly indicate which entities are
active in each experiment.

e Protocol adaptability note: Emphasize that the
protocol  supports both V2I and V2V
authentication, and that RSUs are bypassed in
certain scenarios without violating the system
model.

Python was used to simulate experiments, and
performance metrics and video recordings were

used to visualize the behavior in real time. To
evaluate the system's scalability, dependability, and
cryptographic robustness under varied network
loads and conditions, the data gathered during
simulation was examined. Through this assessment,
the Study illustrates the benefits of incorporating
blockchain technology and certificateless
authentication into vehicular networks and shows
how the system can be used in real-world scenarios
in smart cities and autonomous vehicle
infrastructure.

The assessment of the suggested blockchain-
integrated certificateless authentication system in a
5G-enabled vehicular fog computing (VFC) setting is
presented in this section. To evaluate the efficacy,
security, and scalability of the authentication
process, several metrics were examined using
simulated scenarios. Among these metrics are:

¢ Authentication Rate
e Blockchain Size
e Active RSUs

A snapshot of the network state under different
simulation conditions is depicted in the Figs. 1 to 5.
The blockchain ledger's current state, a performance
bar chart showing network metrics, and the
distribution of vehicles (green for authenticated, red
for unauthenticated, and orange for processing) are
all captured in each frame.

The majority of cars lack authentication:

e The authentication rate rises gradually as the
simulation goes on, peaking at 90.7%,
demonstrating high protocol efficiency.

e With a maximum value of 137 blocks, the
blockchain size represents the quantity of vehicles
that have been successfully authenticated.

e Because of the controlled deployment pattern, the
RSU activity in this simulation stayed constant.

Table 2 presents a summary and analysis of the
performance of the certificateless authentication
system using simulation snapshots. Each snapshot
corresponds to a visual frame captured during the
simulation and highlights key factors such as the
authentication rate, blockchain size, and RSU activity
over time. This analysis provides insight into the
behavior of the protocol in real vehicular fog
environments.

Table 2: Blockchain metrics and authentication performance throughout simulation stages

Snapshot Authentication rate (%) Blockchain size  Active RSUs Analytical commentary
. top performance. With exceptional efficiency, the system
Fig.- 1 90.7 137 0 attains the highest authentication rate.
Fig. 2 88 133 0 consistent performance vyhlle': maintaining vehicle
authentication.
Fig. 3 80.7 122 0 slight decrease, but the system's efficiency remains high
Fig, 4 673 102 0 notable enhancement in system.performance even when
there are no active RSUs.
Fig. 5 16.7 26 0 First phase of the simulation. The majority of vehicles are still

not authenticated, and the system has not yet responded.
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ork Authentication

Network Metrice

Fig. 1: Simulation snapshot with 137 blockchain blocks and a  Fig. 2: Simulation snapshot with 133 blockchain blocks and
90.7% authentication rate an 88.0% authentication rate

Vehicle Network Authentication

e

Blockchain Ledger

Fig. 4: Simulation snapshot with 102 blockchain blocks and a
67.3% authentication rate

Network Metrice

Fig. 5: Initial simulation snapshot with 26 blockchain blocks and a 16.7% authentication rate

The analysis demonstrates the feasibility of resilience, adaptability, and high security
certificateless  authentication combined with performance.
blockchain for safe vehicle communication by
confirming that the suggested system can maintain a 4.1. Performance metrics
high authentication rate over time without relying
on RSUs. Furthermore, the outcomes support the A set of performance metrics was created to fully
main goals of the suggested framework, which are to evaluate the suggested certificateless authentication
provide a minimally dependent on infrastructure scheme's functionality, security, and operational
and lightweight, certificate-free authentication. Even effectiveness in a 5G-enabled Vehicular Fog
when there are no active RSUs, the blockchain Computing (VFC) environment. These metrics are
efficiently keeps an unchangeable record of verified used to assess the system's performance in
events. Implicit interactions or static deployment, distributed,  high-mobility, real-time vehicle
which did not dynamically update during the scenarios. Every metric was chosen to focus on a
simulation, may be the cause of the lack of RSU distinct operational facet of the authentication
activity across all snapshots. This points to a procedure. Simulation Setup and Parameters
potential area for improvement and more research, subsection that includes:
particularly in situations involving mobile edge fog
nodes or RSU handover. The system is a strong e Network scale: Number of vehicles, RSUs, and
contender for practical implementation in next- lanes; traffic density and simulation duration.

generation vehicular networks due to its overall
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e Mobility model: Model used
SUMO/Manhattan/freeway),  vehicle
acceleration, and lane-change behavior.

e Communication model: 5G assumptions
(uplink/downlink latency ranges, bandwidth,
jitter, packet loss), transmission power, and
channel model.

e Handover settings: Cell size, handover frequency,
and interruption delay.

e Security workload: Frequency of authentications,
message sizes, and cryptographic parameters.

e Baseline configurations: Parameter settings for
compared schemes.

(e.g.
speeds,

e Reproducibility details: Simulator versions,
random seeds, and hardware/software
environment.

4.2. Authentication success rate

This statistic measures the percentage of cars
that underwent successful simulation authentication.
It is computed as the proportion of successful
authentication attempts to all vehicle authentication
requests. In dynamic vehicular environments where
decisions must be made rapidly, a high success rate
indicates the system's ability to provide consistent
and dependable identity verification. During the
most intense simulation phases, the suggested
scheme's authentication success rate increased to
90.7%, indicating the protocol's resilience and low
false rejection rate.

4.3. Blockchain growth

The volume and speed at which authentication
events are safely stored in the distributed ledger is
referred to as blockchain growth. It is a crucial
indicator for assessing data integrity and scalability
of the system. All identity verifications are tamper-
proof and chronologically traceable because, upon
successful authentication, new blocks are added to
the blockchain in each simulation frame. Active and
continuous authentication logging during the session
is reflected in the simulation's final blockchain size
of 137 records.

4.4. RSU participation

The participation of these infrastructure nodes in
the authentication procedure is monitored by the
RSU (Roadside Unit) activity. More active RSUs
improve service availability, lower latency, and
strengthen network decentralization. For simplicity,
RSUs were either fixed or abstracted in the current
simulation. The observed RSU participation
consequently stayed at =zero, suggesting a
dependence on direct vehicle-to-vehicle (V2V)
interactions or fog nodes. The viability of
implementing authentication schemes even in
environments with limited infrastructure is
demonstrated by this design choice.
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4.5. Processing time

Processing time calculates how long it takes a car
to send out an authentication request and get a
verification response. This metric shows how

responsive and computationally efficient the
protocol is, which is especially important in high-
speed  driving  situations = where prompt

authentication is necessary for delay-sensitive
decisions (lane changes, collision avoidance, etc.).
The behavior of the protocol demonstrated real-time
responsiveness during simulation without
discernible delays, even though precise latency
values were not visually recorded.

4.6. Replay attack resistance

This security-focused metric evaluates how well
the system can identify and stop replay attacks, in
which a malicious actor delays or reuses earlier
authentication messages. The system encountered
issues with outdated and duplicate authentication
requests during testing. It confirmed the scheme's
resilience to time-based and duplication-based
attacks by successfully identifying and rejecting
invalid attempts using blockchain verification logic
and timestamp checks.

The blockchain continuously expands despite
variations in RSU activity, suggesting that the
suggested plan maintains reliable logging and
decentralized authentication even in the face of
fluctuating RSU participation. Shows the correlation
between the size of the blockchain over time and the
number of active RSUs. Even though the RSU activity
varies, the blockchain's consistent expansion shows

how resilient the system is at preserving
authentication logging even when there is little RSU
involvement, confirming the decentralized

approach's resilience. Fig. 6 shows the size of the
blockchain and the number of active RSUs over time.

Blockchain Size and Active RSUs over Time

Frame 2 Frame 3 Frame 4

Frame O

Vide )

Fig. 6: Blockchain size and RSU activity across simulation
snapshots

Fig. 6 illustrates the scalability and
responsiveness of the system by showing a clear
relationship between the rise in the authentication
rate and the expansion of the blockchain. Therefore,
it shows how the blockchain size and authentication
rate compare across various simulation snapshots.
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There is a positive correlation between the
number of blockchain entries and the number of
successful authentication events, suggesting that the
system is  successfully recording verified
interactions. Fig. 7 shows blockchain size and
authentication rate comparison across image
snapshots.

Fig. 7: Blockchain size versus authentication rate across
simulation snapshots

4.7. Results and analysis

A critical analysis of the simulation results for the
suggested certificateless authentication system in a
Vehicular Fog Computing (VFC) environment with
5G support. Critical performance metrics that were
observed across various simulation snapshots were
evaluated, including the blockchain growth, RSU
participation, and authentication success rate.

The system's authentication rate increased
gradually, peaking at 90.7% after beginning at
16.7%. The scheme's ability to adjust to changing
vehicle conditions is reflected in this growth. The
size of the blockchain increased from 26 to 137
blocks in a similar manner. The ledger's steady
growth shows that authentication events were safely
and successfully recorded by the system.

The network evolution is shown graphically in
the graphical snapshots that were taken during the
simulation. Later frames demonstrated broad
authentication coverage, whereas early frames
showed less authentication activity and smaller
blockchain records. A clear real-time depiction of
network activity was made possible by the color-
coded vehicle states: orange (pending), red
(unauthenticated), and green (authenticated).

Additionally, a strong correlation between
blockchain size and authentication rate was shown
by the performance graphs comparing the two
metrics. The protocol performed well throughout the
simulation, indicating that it is effective even in
situations with limited infrastructure, even though
RSU participation stayed constant at zero.
Additionally, the system remained responsive and
fended off replay attacks without causing
appreciable processing lag.

In summary, the findings validate the scalability,
effectiveness, and security of the suggested system.
Its suitability for practical implementation in high-
mobility vehicular networks is confirmed by the
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growing blockchain growth and authentication rates
across simulation snapshots.

4.8. Comparative discussion

The strengths and enhancements brought about

by the suggested certificateless authentication
scheme over more conventional authentication
methods utilized in vehicular networks are

highlighted in this section through a comparative
analysis. Traditional methods frequently depend on
infrastructures based on certificates, like PKI (Public
Key Infrastructure), which need to be updated
frequently, managed centrally, and distributed. High
latency, scalability problems, and susceptibility to
certificate-related attacks like forgery or revocation
delays are common problems with these systems. By
using a certificateless cryptographic design that is
integrated with blockchain, the suggested scheme,
on the other hand, does away with the need for
certificates. The blockchain guarantees transparent
and unchangeable logging of authentication events,
and this method greatly lowers communication
overhead and streamlines key management.
Additionally, the proposed system achieves higher
authentication success rates and faster processing
times compared to traditional methods, especially
under high mobility conditions. It maintains
performance even in scenarios with inactive RSUs,
leveraging fog computing to sustain decentralized

control. The graphical and tabulated results
demonstrated the scheme’s ability to handle
authentication reliably without compromising

privacy or efficiency. Moreover, the system’s built-in
resistance to replay attacks and its scalability in
blockchain growth make it a viable solution for next-
generation vehicular fog networks.

Overall, the proposed model presents a
compelling improvement over classical schemes by
offering a secure, decentralized, and lightweight
authentication process suitable for real-time
vehicular environments.

4.9, Observations and limitations

Despite the encouraging simulation results of the
suggested certificateless authentication scheme,
several limitations and observations should be noted
to direct future development and implementation.
The system's ability to sustain steady blockchain
growth and a high authentication success rate even
when there are no active RSUs is one of its
noteworthy advantages. This demonstrates how
decentralized control and fog nodes can maintain
system performance. But some restrictions surfaced.
Initially, RSU activity was statically modelled without
emulating failures or handovers in real time.
Furthermore, physical limitations like hardware
limitations, latency brought on by vehicle speed, and
signal interference are not taken into consideration
in the simulation environment. User privacy analysis
under adversarial conditions was not thoroughly
investigated, and processing time was not



Al-Mekhlafi et al/International Journal of Advanced and Applied Sciences, 13(6) 2026, Pages: 115-124

quantitatively measured. These restrictions offer
chances for additional improvements and thorough
testing in actual automotive settings.

5. Conclusion
This study suggested and put into practice a

certificateless authentication scheme combined with
blockchain technology. To improve the security,

effectiveness, and privacy of vehicular
communication in 5G-enabled Vehicular Fog
Computing (VFC) environments, the study

emphasized the need for scalable and lightweight
alternatives appropriate for dynamic vehicular
networks by thoroughly examining the shortcomings
of conventional authentication protocols and the
current difficulties in certificate-based systems. By
using certificateless cryptography, which lowers
computational overhead while preserving robust
security guarantees, the developed framework was
able to successfully eliminate its reliance on
traditional Public Key Infrastructure (PKI).
Traceability was made easier without sacrificing
user privacy thanks to the incorporation of a

permissioned blockchain, which further made
authentication logging safe, transparent, and
impenetrable.

Simulations and experimental implementation
showed that the suggested scheme maintained
system responsiveness while achieving high
authentication success rates (up to 90.7%),
consistent blockchain growth, and resilience to
replay attacks. The system maintained its
functionality even with inactive RSUs, demonstrating
the decentralized architecture's resilience. The
model performed Dbetter than conventional
certificate-based methods in terms of resource
efficiency, authentication speed, and resilience to
common threats.

List of abbreviations

5G Fifth-generation mobile network
PKI  Public key infrastructure

RSU  Roadside unit

V2F  Vehicle-to-fog

V21  Vehicle-to-infrastructure

V2V Vehicle-to-vehicle

V2X  Vehicle-to-everything

VFC  Vehicular fog computing
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