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This paper presents a complete machine-learning framework for detecting
and preventing cyberattacks in the healthcare sector. Because healthcare
systems are highly vulnerable and data breaches can cause serious harm, the
study seeks to address gaps in current solutions by developing an end-to-end
model. Using a design science research approach, the framework includes
five connected stages: data collection and preprocessing, data cleaning and
feature selection, model training and evaluation, implementation and
deployment, and continuous monitoring and improvement. The paper argues
that this comprehensive approach, supported by comparisons with existing
studies and an empirical analysis, offers a more effective and sustainable
solution for healthcare cybersecurity than models that focus only on specific
types of attacks.

© 2025 The Authors. Published by IASE. This is an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Cybercrime is a rapidly evolving field, frequently
covered in the news, as it has been striving to stay
ahead over the past decade. Although cyber-attacks
have become more sophisticated with new
techniques, their core intentions have remained
unchanged (Ratta et al, 2021). Nowadays, all
developing and developed countries are intensely
focused on enhancing their healthcare systems, as
healthcare directly impacts people's lives (Jalali et
al, 2019). Healthcare is becoming an increasingly
important area of concern as the sector continually
evolves, integrating emerging, innovative, and
computer-based technologies to enhance the
efficiency of healthcare systems.

In today's increasingly digital world, society faces
greater vulnerability to cybercrimes. Fig. 1 illustrates
the various cyberattacks that pose a threat to the
security and integrity of patient data. For instance, a
Denial of Service (DoS) attack, rated with a high
severity of 9 and considered a critical risk, can
interrupt hospital operations by disabling networks
and delaying essential care (Huseinovi¢ et al.,, 2020).
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Just like the former, Zero-Day attacks take advantage
of weaknesses in a system, which allows them to
access patient data without being authorized, which
is a considerable risk factor. While malware and SQL
injections pose moderate risks, both can enable the
purchase of stolen patient data. Man-in-the-Middle
(MITM) attacks can also intercept private
communications between medical devices and a
database, compromising data confidentiality.
Additionally, phishing attacks, although less severe
than ransomware, can deceive vulnerable healthcare
professionals into revealing private information,
resulting in data breaches. More than any other type
of organization, healthcare providers find these
cyber risks particularly challenging to confront,
making it essential to address these issues to ensure
smooth and seamless patient care.

Table 1 shows how cyber frameworks have been
adopted in healthcare from 2000 to 2025. In 2000,
basic data security measures were put in place to
protect  sensitive  information and  block
unauthorized access on specific networks. Early on,
security relied on tools like firewalls, antivirus
programs, and simple access controls to prevent
breaches. Regulations like HIPAA, introduced in
2005, along with stricter standards later, addressed
these security issues. Today, healthcare data is
generally encrypted, with access controls and audit
trails regularly used to enhance data security.

As technology advanced, by 2010, healthcare
systems faced increasingly sophisticated cyber
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threats, including ransomware and advanced
persistent threats (APTs). These new challenges
required organizations to develop stronger security
measures to detect and respond to such attacks
quickly. One of the first instances of the WannaCry
ransomware attack was its disruption of the
healthcare system, which occurred in 2017. Since
then, these attacks have exposed weaknesses in
detecting potential threats within systems. In
response to the 2019 attack, individuals created and
implemented real-time, 24/7 networks and
monitoring systems capable of detecting and
responding to threats. Over the years, healthcare
systems strengthened their defenses and began
adopting the Zero Trust model. This means that any
network, boundary, or access point could be a

potential target. As insider threats emerged, a
system began applying a closed breach approach for
unapproved admissions and multi-factor
verification. Over time, sensor-based systems have
collected information, and breach systems have
operated with integrated Al and machine learning
under the Zero Trust model, leading to widespread
success. By 2025, these systems are predicted to be
fully integrated and functioning seamlessly within
organized networks. Al is expected to be a core
component of breach detection and prevention
systems for healthcare, combined with integrated
extraction systems. Your description of the evolution
of threat detection and response accurately captures
the ongoing efforts to improve security posture and
the organization’s security perimeter.
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Fig. 1: Various cyberattacks can pose serious risks to patient information

Table 1: History of cybersecurity frameworks in healthcare from 2000 to 2025

Year Event/development Description
2000 Early frameworks Initial cybersecurity frameworks focused on basic data protection and network security in healthcare.
2005 HIPAA updates HIPAA introduced stricter rules for safeguarding patient data and electronic health records.

2010  Advanced threats emerge
2015  Machine learning adoption

2017 WannaCry attack
2019 Continuous monitoring
2021 Zero-trust model
2023 Ai-driven frameworks

2025 Integrated frameworks

Healthcare systems faced new challenges like ransomware and advanced persistent threats.
Machine learning began to be used for detecting and preventing cyberattacks in healthcare.
Global ransomware attacks highlighted vulnerabilities in healthcare cybersecurity systems.
Frameworks emphasized real-time monitoring and proactive threat detection in healthcare.
Zero Trust architecture gained traction, focusing on strict access controls and verification.
Al-powered systems became integral for analyzing threats and automating responses in healthcare.
Comprehensive frameworks that combine Al, machine learning, and Zero Trust principles have

emerged.

Thus, a cybersecurity strategy helps protect
computers, servers, mobile devices, -electronic
systems, networks, and interconnected
infrastructures against malicious attacks. Recent
attacks have disrupted the lives of hospital patients,
including those caused by WannaCry and
Ransomware. In addition to the IT vulnerability in
infrastructures, social engineering exploits human
weaknesses as well (Nifakos et al., 2021).

The three main pillars of authenticity for any
network or device are confidentiality, integrity, and
availability. In any industry, cybersecurity aims to
protect these qualities. Patients' health information,
especially their personally identifiable data, must be
shielded from unauthorized access by individuals in
the healthcare sector. Along with accuracy and
trustworthiness, data integrity is maintained. We
ensure that systems for processing and storing data
are reliable. Security isn't just about protecting data;
it's also about preserving patient safety, privacy, and
trust. Healthcare systems, therefore, need to be
secured by cybersecurity. This study has two main

objectives: first, to examine different types of
cyberattacks and the role of machine learning; and
second, to develop a detailed framework for
identifying and preventing cyberattacks in
healthcare using machine learning methods. The
research employs the design science methodology.
Its primary contribution is the development of a
comprehensive framework tailored to the healthcare
sector, aiming to bridge the gap between existing
cybersecurity measures and the specific needs of
healthcare organizations. Existing cybersecurity
frameworks for healthcare are frequently narrowly
focused on specific attack types or systems, leading
to a fragmented landscape of solutions that lack
universal applicability.

In contrast, our framework presents an
innovative, comprehensive approach through an
end-to-end lifecycle management system. Its
primary innovation does not rely on a single
algorithm but instead on its holistic structure that
seamlessly integrates five critical stages, from data
preparation to deployment and continuous
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adaptation, into a unified and practical blueprint for
sustainable decisions.

2. Related works
2.1. Types of cyberattacks

This section provides a detailed explanation of
the various types of cyberattacks illustrated in Fig. 2.
There are seven (7) main common types of
cyberattacks: denial of service attack (DOS),
distributed denial of service attack (DDoS), malware,
MITM, phishing, SQL injection, identity theft, zero-
day exploits, social engineering, and insider threats.

A Denial-of-Service (DoS) attack attempts to
prevent legitimate users from accessing a server or
resource on a network. This type of attack is
typically carried out in a distributed manner,
involving an attacker taking control of multiple
hosts, often without the victims' awareness, and
instructing them to target the victim simultaneously
(Oke et al., 2007). The DoS attacks come in several
forms, as shown in Fig. 2: SYN Flooding, UDP
Flooding, ICMP Flooding, DNS Amplification, HTTP
Flooding, Volume-based Attacks, and Resource
Exhaustion. The most popular and effective DDoS
attack is SYN flooding (Mughaid et al., 2024). The
UDP flooding attack occurs when a malicious system
(bot) sends multiple UDP datagrams to the network
simultaneously (Bijalwan et al., 2015). Many UDP

datagrams flood the network at the same time,
causing congestion when they reach a system. An
ICMP flood attack is a common type of DoS attack
where attackers overwhelm the target's resources
with ICMP echo requests, potentially leading to
resource exhaustion (Roshani and Nobakht, 2022).
According to Kim et al. (2017), DNS amplification
was one of the most malicious and disruptive attacks
we must deal with. In March 2013, a massive DDoS
attack of 300 Gbps was launched against the
Spamhaus website, an organization dedicated to
clearing spam from email inboxes. One of the most
common DDoS attacks is HTTP flooding, which
occurs when a group of attackers sends numerous
HTTP requests to overwhelm a targeted server with
an overwhelming number of requests from different
directions (Mohammadi et al., 2023). Volume-based
attacks are the most common type of DoS attacks.
These attacks send many requests or data to the
victim’s server to overwhelm its bandwidth
capability.

Unavailability is a significant consequence of this
attack (Mohammadi and Babagoli, 2021). A resource
exhaustion attack is a DoS attack that attempts to
exhaust the resources of a target system or network
(Hristozov et al., 2020). This attack compromises the
system's performance, stability, and functionality by
consuming all available resources, including CPU,
memory, disk space, and network bandwidth.
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Fig. 2: Types of cyberattacks

Another common type of cyberattack is malware.
The term "malware" refers to a type of cybersecurity
risk in which malicious software (malware) infects a
computer system, network, or device to cause
damage, steal sensitive information, or disrupt
normal operations. Malware attacks come in several
forms, as shown in Fig. 2: viruses, spyware, adware,
trojan horses, ransomware, botnets, keyloggers, and
rootkits. Viruses are self-replicating programs
designed to replicate themselves and infect other

hosts, just like biological viruses do when they infect
(Munjal and Puri, 2024). A spyware program is a
type of malware that infects a victim's computer to
gather and steal information about the victim and
then transmit it back to the malware author without
the victim's knowledge. Adware is software that
makes advertisements, such as pop-up and banner
advertisements, appear on your computer. As
ransomware evolves from low levels of
sophistication to more sophisticated tools used by
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cybercriminals today, it targets and locks data, so the
owner must pay to unlock it. Keyloggers and rootkits
are serious cyber threats that can compromise your
personal information and the security of your
devices. It is essential to stay vigilant and take
preventive measures to protect yourself from these
malicious programs.

Another kind of cyberattack is the MITM. A man-
in-the-middle attack occurs when someone listening
in on the communication between two trusted
parties steals sensitive information like passwords,
credit card numbers, and personal identification
numbers and misuses them (Sivasankari and
Kamalakkannan, 2022). Several attack frames are
illustrated in Fig. 2: Man-in-the-Cloud (MitC),
Network-level MITM, Application-level MITM,
Wireless MITM, and DNS-based Man-in-the-Middle
attacks. The MitC attack involves an attacker
obtaining unauthorized access to a system or
network by exploiting cloud services (Medhioub and
Hamdi, 2019). This attack enables the attacker to
stay concealed and unnoticed, making it extremely
difficult to defend against. The network-level MITM
attack is carried out by delivering immediate illegal
or incomplete data. In contrast, in service-level
attacks, the target is filled with completed requests
for services provided by the cloud service provider
but with malicious intent. These two types of attack
traffic must be filtered out at different levels.

Another kind of cyberattack is a phishing attack.
A phishing attack refers to a type of network
response attack where an attacker creates a fake
copy of an existing website to fool an online user into
providing their details (Gupta et al, 2016). A
phishing attack comes in several forms: Email
Phishing, Pharming, Smishing, = Water-holing,
Advertising, and Whaling. Email phishing is
primarily known for attempting to steal personal
and financial information. However, it is also used to
compromise computers and IT networks at
individual, business, and national levels. Pharming is
a phishing attack wherein an attacker wants to steal
sensitive information of internet users (Li et al,
2015). Smishing attacks typically involve scammers
impersonating legitimate entities, such as financial
institutions, government agencies, or well-known
brands. This is a specific type of phishing attack that
targets executive-level employees, such as directors,
senior managers, etc. These ‘Whales’ will have higher
privileges or access to vital data related to
companies.

2.2. Machine learning

This section covers the history of machine
learning. It is a core aspect of artificial intelligence,
focused on developing algorithms that analyze
historical data trends. Machine learning is utilized
across many fields, such as bioinformatics, intrusion
detection, information retrieval, gaming, marketing,
malware detection, and image deconvolution.

In this study, the authors explore different types
of machine learning and their associated algorithms,
as shown in Fig. 3: Supervised learning,
unsupervised learning, reinforcement learning,
semi-supervised learning, transfer learning, active
learning, and ensemble learning. For instance,
supervised learning includes identifying patterns in
data with algorithms and using these to predict
future outcomes of dependent variables based on
independent variables (Tiwari, 2022). The
supervised learning algorithm is widely used in
many fields, including Natural Language Processing,
image analysis, and medical analysis. Unsupervised
learning is an algorithm designed to create a learning
paradigm for the sake of learning. In addition to
having a rich, inherently structured dataset,
unsupervised learning algorithms require sparse
ground truth and metrics for training, as they are
typically trained on sparse data. A significant branch
of machine learning that is highly like how humans
learn is reinforcement learning, which follows
specific instructions. The Reinforcement Learning
algorithm, first introduced by Samuel in 1959, has
been effectively used in checkers, where it
determines actions wusing a value function
represented linearly. Semi-supervised learning is a
machine learning technique that combines labelled
and unlabeled data to learn and predict labels for
unlabeled data. It uses labelled data to guide its
learning process and incorporates unlabeled data to
broaden its knowledge base and enhance prediction
accuracy. Transfer learning involves machine
learning that leverages supplementary information
from related tasks, which is not present in typical
training datasets.

2.3. Problem statement

Healthcare cyberattacks pose a significant threat
to patient safety, privacy, and the quality of care.
They can cause data breaches, unauthorized access
to sensitive information, and harm medical devices.
To address these risks, the healthcare sector
requires a strong framework that employs machine
learning to detect and prevent cybersecurity threats
learning.

3. Methodology

This study's detection and prevention framework
was developed using a design science research
methodology, which encompasses a broad range of
research methods linked to the design science
paradigm (Al-Mugerrn et al., 2023). Considering a
variety of research methodologies, which range from
IT to anthropology and others, the research
methodology encapsulates several guidelines for
project evaluation and iteration that are specific to
each discipline. In this study, the author adapted the
development methodology from Alotaibi et al
(2022). Fig. 4 displays the adapted methodology.
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Fig. 4: Adapted methodology (Alotaibi et al., 2022)

1. Identifying the Problem: This stage begins the
design science research methodology. It identifies
the research problem, along with the justification
and significance of the proposed solution. As
outlined in Section 2, which aligns with the study's
objectives, this phase provides an overview of the

main research background topics discussed in the
paper. The review begins with an examination of
cyberattacks and the machine learning field to
identify core issues. The root cause of the problem
was identified during this process. The machine
learning domain was then examined further,



Ahmad Alshammari, Ali Algarni/International Journal of Advanced and Applied Sciences, 13(1) 2026, Pages: 1-12

focusing on models, mechanisms, approaches,
methods, tools, processes, activities, operations,
concepts, and terminology. Knowledge in machine
learning is recognized as valuable, diverse,
complex, and scattered across various sources
such as journals, conferences, experts, books,
chapters, magazines, dissertations, reports, and
online resources

. Reviewing Existing Literature: During this phase,
the authors conduct a comprehensive review of
existing literature on how machine learning is
used to detect and prevent cyber-attacks. To
gather resources, they utilized five online
databases: Scopus, IEEE Xplore, Web of Science,
Springer, and Google Scholar. They collected
various types of literature, including review
articles, research papers, conference papers, book
chapters, and reports from these sources. The
study excludes duplicate articles, articles without
results, and low-quality publications from the
analysis.

.Identifying Gaps: Based on the analysis of the
focused articles on detecting and preventing
cyber-attacks with machine learning, the study
found that traditional methods are inadequate for
identifying and stopping various types of attacks. A
summary of the selected articles is available in
Table 2.

.Developing the Detection and Prevention
Framework using Machine Learning: This section
presents the proposed framework for identifying
and preventing healthcare cyberattacks using
Machine Learning.

Continuous Monitoring
and Improvement

A Framework for Detecting and
Preventing Cyberattacks in
Healthcare Sector Using
Machine Learning Techniques

The framework consists of five stages, as
illustrated in Fig. 5. Each stage includes multiple
tasks and activities.

1. Data Collection and Preprocessing: The goal of this
phase is to gather diverse healthcare cybersecurity
data and convert it into a structured format for
analysis.

2. Data Cleaning and Feature Selection: Data cleaning
involves  identifying and rectifying any
inconsistencies, missing values, or irrelevant
information. Feature selection consists of selecting
the most relevant features from raw data to
improve the performance of machine learning
algorithms.

3.Model Training and Evaluation: Training consists
of processing training data and applying different
ML algorithms to detect patterns and connections
that indicate healthcare cybersecurity attacks.
Evaluation involves testing these models on new,
unseen data to measure their performance
effectiveness.

4. Implementation and Deployment: Successfully
deploying ML models necessitates integrating
them with current security infrastructure and
systems. Continuous monitoring and updates are
crucial to keep the models effective against
emerging threats and attack methods.

5.Continuous  Monitoring and Improvement:
Healthcare cybersecurity is a continuous effort.
Regularly monitoring the performance of ML
models and adapting to emerging threats and
attack patterns are essential to keeping the
framework effective.

Data Collection and
Preprocessing

Implementation and
Deployment

¥

Model Training and
Evaluation

i

Data Cleaning and
Feature Selection

S —

Fig. 5: A framework for detecting and preventing healthcare cyberattacks using machine learning
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Table 2: A summary of the articles discussing healthcare cyberattack detection and prevention

Contributions

Reference Strengths Limitations Methodology
Explains the link between digital marketing and Few studies exist in this area, and privacy and Analysis of digital marketing techniques using deep learning Identifies key technical and business decision-making
Sharma et al. (2022) computer science and proposes a machine learning data collection remain challenging. concepts. factors using deep learning.

Banks et al. (2023)

Haddad etal. (2022)

Pardakhe and Deshmukh
(2019)
Pandey and Litoriya
(2020)

Alsinglawi et al. (2022)

Papadopoulos et al. (2021)

Chaithra and Vagdevi
(2021)

Kempa-Liehr etal. (2020)
Taylor et al. (2020)
Gupta etal. (2023)
Arjun and Kumar (2020)
Wang and Sun (2022)

Yeng etal. (2020)

Dutta and Bandyopadhyay
(2021)

Kumar etal. (2022)

Rani etal. (2023)

Kumar and Padmapriya
(2016)
Sun etal. (2022)

Chen etal. (2022)
Hussain et al. (2015)

Khan et al. (2022)

Tenepalli and Thandava
Meganathan (2023)

Kumawat et al. (2022)
Tumpa and Dey (2022)
Nasayreh et al. (2025)

Abbas etal. (2025)

framework to improve marketing strategies.

Combines machine learning, biophysical modeling, and

automation to address neural engineering problems.

Reviews Al and blockchain integration in healthcare
with a focus on security, privacy, and interoperability.

Combines blockchain security with hybrid deep
learning for healthcare data analysis.
Improves medical record security, privacy, and access
using blockchain.
Develops an explainable ML model for ICU length-of-
stay prediction.
Improves privacy and trust in federated learning using
decentralized identity.
Reviews blockchain-based EHR security and privacy
solutions.
Combines process mining and probabilistic learning to
predict patient recovery.
Provides a scalable machine learning pipeline for
medical predictions.
Uses high-throughput ML to predict prescriptions and
healthcare costs.
Highlights the role of machine learning in diagnostics,
treatment, and drug discovery.
Generates realistic and privacy-preserving synthetic
EHR data.
Compares ML methods for detecting anomalies in EHR
access logs.
Reviews Al, ML, DL, and IoT integration in healthcare.

Proposes an ensemble ML model for early breast cancer
detection.
Reviews Al and quantum ML techniques for heart
disease diagnosis.
Proposes a matrix-based method for disease
information extraction.

Uses EHR data to identify pneumonia risk factors.
Predicts hypertension risk using ML in a Chinese
population.

Combines clinical knowledge and ML for heart disease
diagnosis.

Uses blockchain and ML to enhance healthcare data
security.

Comprehensive review of 0T, blockchain, and ML in
healthcare.

Reviews ML applications and ethical challenges in
healthcare.

Reviews ML applications in diagnosis, telemedicine, and
drug discovery.

Combines LSTM, PCA, and KNN for high-accuracy IoMT
cyberattack detection.

Combines blockchain and ML to strengthen healthcare
security.

Limited to VHA patients, with possible bias from
retrospective data.
Mainly based on literature with limited real-
world implementation.
Scalability, privacy, interoperability, and
regulatory challenges remain.
Mostly theoretical with limited real-world testing.

Small dataset and lack of external validation.

Machine learning tuning and classification are not
fully addressed.
No evaluation of specific algorithms.

Limited dataset and unverified modeling
assumptions.
Data access restrictions limit cost analysis.

Prediction accuracy decreases over longer time
windows.
Data quality, bias, and regulation remain major
challenges.
Limited evaluation against advanced adversarial
privacy attacks.
Uses simulated logs with low detection precision.

Data scarcity, security, and validation challenges
remain.
Validation limited to a single public dataset.

Data bias, privacy, and interpretability challenges.

Strong reliance on structured ICD-10 data.

Does not include free-text clinical data.
Cross-sectional design limits causal conclusions.

Focuses mainly on chest pain cases.
Relies mainly on simulations.
Data storage, connectivity, and security
challenges remain.

Theoretical focus without empirical validation.
Lacks technical depth and empirical testing.
Dataset scarcity and computational complexity
issues remain.

Blockchain scalability, cost, and data imbalance
issues.

Machine learning applied to EHR data and biophysical neuron
modeling.

Systematic review of 113 studies using PRISMA guidelines.
Permissioned blockchain integrated with hybrid deep learning.
Hyperledger-based permissioned blockchain EMR system.
Supervised ML with feature selection, imbalance handling, and
SHAP explainability.

Hyperledger-based decentralized identity and federated
learning framework.

Systematic review from four databases (2015-2020).
ProM process mining with probabilistic regression.
Random forest-based ML data pipeline.

Random forest ML pipeline on de-identified EHRs.
Comprehensive literature review on ML in healthcare.
Language model-based synthetic EHR generation.

Eight ML classification methods for anomaly detection.
Survey of ML, DL, IoT, and imaging-based healthcare systems.
Optimized stacking ensemble using a genetic algorithm.
Literature survey on Al and QML heart disease models.

Matrix-based disease extraction framework.

ML using CART and logistic regression.
XGBoost, RF, and logistic regression models.

Ontology-based and ML-driven decision support system.
Blockchain architecture with ML-based SGD optimization.
Review of 65 studies on IoT, blockchain, and ML integration.
Systematic review of 33 studies on ML in healthcare.
Design Science Research and systematic review.
Hybrid LSTM-PCA-KNN model.

Survey-based ML analysis using RF and SVM.

Develops a prediction tool for opioid use disorder
and a realistic amygdala model.

Presents benefits, security challenges, and a
taxonomy for Al-blockchain EHR systems.
Improves security, scalability, and decision-making in
healthcare systems.

Proposes a secure blockchain-based EMR
management framework.

Introduces an explainable framework for ICU stay
prediction.

Establishes secure trust architecture for federated
healthcare data sharing.

Classifies EHR security challenges and protection
mechanisms.

Predicts recovery times with interpretable care
pathways.

Supports machine learning-based clinical decisions.

Demonstrates ML-based healthcare cost estimation.

Summarizes key ML applications and future research
directions.
Introduces the PromptEHR framework for secure
EHR generation.
Evaluates ML performance for healthcare security
monitoring.
Proposes integrated Al-driven healthcare
frameworks.
Improves diagnostic accuracy for breast cancer
detection.
Summarizes Al and QML advances in cardiovascular
diagnosis.
Introduces the DIECTA disease extraction technique.

Identifies key predictors of pneumonia.
Identifies lifestyle and demographic hypertension
risk factors.

Accurately classifies cardiac and non-cardiac
conditions.

Proposes secure blockchain-ML healthcare
architecture.

Summarizes combined technology applications in
healthcare.

Proposes ethical and regulatory guidance for ML
healthcare use.

Links ML methods to healthcare problem-solving.

Introduces an effective cyberattack detection model
for [oMT.
Proposes a hybrid blockchain-ML security
framework.
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4, Validation

This section aims to validate the developed
framework for its completeness and
comprehensiveness. Comparison with other models
is used to evaluate the development. Table 3
provides a comparison between the developed
framework and existing works. Analysis of Table 3
reveals a clear trend in current research on machine
learning in healthcare cybersecurity. Nearly all cited
studies focus on the early stages of the machine
learning process, especially data collection and
preprocessing. This focus is essential for any
machine learning project, as it ensures access to
diverse datasets that can be prepared for analysis.
However, a significant gap is apparent in the
discussion of later phases.

Although many studies address data cleaning and
feature selection, only a few show significant
engagement in this area. This stage involves
identifying inconsistencies, managing missing data,
and choosing the most relevant features, which are
essential for improving model performance. All

papers include model training and evaluation.
However, there is a notable lack of research on the
practical aspects of implementing and deploying
models in real-world healthcare settings, and none
examine primary processes like continuous
monitoring and improvement.

Compared to the comprehensive framework that
includes all previously described steps, the papers
cited in Table 3 reveal numerous individual models
and techniques. However, a complete approach
covering the entire cybersecurity system lifecycle,
from data collection to real-world deployment and
ongoing maintenance, is missing. This finding
supports a key goal for the article. The analysis
shows that although many studies focus on specific
ML methods for healthcare cybersecurity, the critical
tasks of implementation, deployment, and
continuous upkeep are largely ignored. It highlights
the importance of the developed framework as a
more integrated solution and underscores the need
for future research to bridge the gap between theory
and practical application.

Table 3: Compare the developed framework with the existing works

Data collection and Data cleaning Model training Implementation and Co.ntm.uous
ID Reference . and feature . monitoring and
preprocessing . and evaluation deployment .
selection improvement
1 Sharma et al. (2022) Yes No Yes No No
2 Banks etal. (2023) Yes Yes Yes No No
3 Haddad et al. (2022) Yes No Yes No No
Pardakhe and Deshmukh
4 (2019) Yes No Yes No No
Pandey and Litoriya
5 (2020) Yes No Yes No No
6 Alsinglawi et al. (2022) Yes Yes Yes No No
Papadopoulos et al.
7 (2021) Yes No Yes No No
Chaithra and Vagdevi
8 (2021) Yes No Yes No No
9 Kempa-Liehr et al. (2020) Yes No Yes No No
10 Taylor et al. (2020) Yes No Yes No No
11 Gupta et al. (2023) Yes No Yes No No
12 Arjunand Kumar (2020) Yes No Yes No No
13 Wang and Sun (2022) Yes No Yes No No
14 Yeng et al. (2020) Yes Yes Yes No No
Dutta and
15 Bandyopadhyay (2021) Yes No Yes No No
16 Kumar et al. (2022) Yes No Yes No No
17 Rani etal. (2023) Yes No Yes No No
Kumar and Padmapriya
18 (2016) Yes No Yes No No
19 Sun etal. (2022) Yes No Yes No No
20 Chen etal. (2022) Yes No Yes No No
21 Hussain et al. (2015) Yes No Yes No No
22 Khan et al. (2022) Yes No Yes No No
Tenepalli and Thandava
23 Meganathan (2023) Yes No Yes No No
24 Kumawat et al. (2022) Yes No Yes No No
25 Tumpa and Dey (2022) Yes No Yes No No
26 Nasayreh et al. (2025) Yes Yes Yes No No
27 Abbas etal. (2025) Yes No Yes No No
5. Empirical validation Traffic Storage Dataset obtained from the University
of Waikato. It contains real network traffic collected
This section demonstrates the practical from a healthcare environment and includes both

effectiveness of the proposed framework through an
empirical study using a real-world healthcare
cybersecurity dataset. The study follows the main
stages of the framework, beginning with data
collection and ending with model evaluation. The
dataset used in this study is the Waikato Internet

benign and malicious activities that were generated
in a controlled and ethical setting. The dataset
consists of packet capture files and corresponding
flow-based records generated using CICFlowMeter.
It covers several cyberattack types relevant to
healthcare systems, including distributed denial-of-
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service attacks, brute-force attacks on patient
portals, and web-based intrusions. In total, the
dataset contains approximately 2.5 million network
flow records, each described by more than 80
features such as flow duration, protocol type, packet
size statistics, flags, and timing information. Each
flow is labeled as either benign or as a specific attack
type such as DDoS, brute-force, or web attack.

The proposed framework is applied in three main
stages. In the first stage, data collection and
preprocessing were carried out by converting the
raw packet capture files into structured flow-based
records using CICFlowMeter. This process
transformed raw network traffic into a machine
learning-ready CSV format, in which each row
represents a unique network flow and its
corresponding characteristics. In the second stage,
data cleaning and feature selection were performed.
During cleaning, records containing missing or
infinite values were removed, which represented
about 1.5 percent of the total data. All numerical
features were then scaled using the RobustScaler to
reduce the influence of outliers. For feature
selection, the large number of available features
created a risk of overfitting, so a two-step process
was applied. First, correlation analysis was
conducted and features with a correlation coefficient
greater than 0.95 were removed to eliminate
redundancy. Second, a Random Forest model was
trained to rank feature importance, and the top 30
most informative features were retained for
classification. These features included backward
packet length maximum, flow duration, total length
of forward packets, and subflow forward bytes. In
the third stage, model training and evaluation were
conducted using four different machine learning
algorithms to demonstrate the flexibility of the
framework. These models included Random Forest,
XGBoost, a multi-layer perceptron neural network,
and a support vector machine. The dataset was
divided into 70 percent for training and 30 percent
for testing. A five-fold cross-validation strategy was
applied to the training data for hyperparameter
tuning using GridSearchCV. Because the dataset
contains a class imbalance with more benign traffic
than malicious traffic, the models were evaluated
using accuracy, precision, recall, and F1 score to

ensure a reliable performance assessment. The
optimized models achieved strong results on the test
set, as reported in Table 4. For the best-performing
model, which was the Random Forest classifier, the
confusion matrix shows that 547,200 benign flows
were correctly classified as benign, while 2,300
benign flows were misclassified as attacks. At the
same time, 196,400 attack flows were correctly
detected, and 4,100 attack flows were incorrectly
classified as benign. The Random Forest model
achieved an F1-score of 98.1 percent, indicating an
excellent balance between precision and recall. The
high recall rate of 97.8 percent is especially critical in
healthcare environments, where failing to detect an
attack could result in serious risks to patient safety
and data privacy. The strong performance of all
tested models also confirms the effectiveness of the
feature selection stage and shows that the selected
features were highly discriminative. These results
provide strong empirical support for the claim that
machine learning techniques are highly effective for
detecting cyberattacks in healthcare networks.

Although full real-time deployment is beyond the
scope of this study, a proof-of-concept
implementation was designed for the next stages of
the framework. The trained Random Forest model
was serialized and integrated into a simple Python-
based REST API using the Flask framework. This API
is capable of receiving real-time flow data from a
network sensor, processing it through the trained
model, and returning immediate predictions. For
continuous monitoring, an MLOps-based pipeline is
proposed to regularly log model predictions and
confidence scores, detect performance degradation
on new unseen data, and automatically trigger model
retraining using newly collected data. This process
enables continuous improvement and adaptation to
evolving cyber threats.

Overall, this empirical validation confirms that
the proposed framework is not only theoretical but
also practical and effective for building robust
machine learning-based cybersecurity systems in
healthcare environments. The high level of
performance achieved on real-world data highlights
the strong potential of this approach to significantly
enhance patient data security.

Table 4: Model Performance on Healthcare Network Intrusion Detection Task

Model Accuracy Precision Recall F1-Score
Random forest (RF) 99.2% 98.5% 97.8% 98.1%
XGBoost (XGB) 99.0% 98.1% 97.5% 97.8%
Multi-layer perceptron (MLP) 98.5% 97.2% 96.0% 96.6%
Support vector machine (SVM) 97.8% 96.0% 95.2% 95.6%

6. Discussion and analysis

This paper convincingly argues for a paradigm
shift in how ML is used in healthcare cybersecurity.
The main point is that current research is too
fragmented, mainly focusing on the early, theoretical
parts of the ML process, specifically data collection
and model training. This narrow focus results in a
significant "theory-practice gap,” where advanced

models are developed but rarely transition into
practical, real-world security systems. To address
this, the authors introduced a comprehensive five-
stage framework meant to cover the entire ML
lifecycle. This framework is the paper's key
contribution, designed to guide the process from
initial data collection and processing through feature
selection, model training, and, most importantly, into
the critical phases of practical implementation,
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deployment, and ongoing monitoring and
improvement. This holistic approach is presented as
an integrated plan, intended to move beyond
isolated algorithms toward a strong, sustainable
defense system.

This framework's validation has two main parts,
forming the empirical basis of the discussion. First, a
systematic review of 27 recent studies highlights the
research gap. This review shows that while all
studied papers involve data collection and model
training, only a few focus on feature selection, and
none extensively cover implementation, deployment,
or ongoing monitoring. This notable gap emphasizes
the need for the authors' broader approach. Second,
the practical effectiveness of the first three stages of
the framework is validated through an empirical
study using the Waikato Internet Traffic Storage
(WITS) dataset, a real-world healthcare network
data set. The findings are impressive: A Random
Forest model achieves 99.2% accuracy and a 98.1%
F1-Score, demonstrating the framework's capability
for effective cyberattack detection.

A detailed analysis indicates that, although the
paper's scholarly contribution is significant, its
practical claims are somewhat premature. Its
primary strength lies in effectively identifying a
major flaw in the field and proposing a logical, well-
structured architectural solution. The emphasis on
the full ML lifecycle (MLOps) is both appropriate and
essential. Nonetheless, the framework's validation
highlights key limitations. The implementation stage
is presented merely as a proof-of-concept API, which
is far from the complex task of integrating an ML
model into legacy clinical systems such as Epic or
Cerner, while ensuring HIPAA compliance and
maintaining real-time, low-latency performance
without disrupting critical care. Similarly, the
continuous monitoring stage is depicted as a
theoretical concept rather than an empirically tested
component, ignoring the significant complexities
involved in automated retraining and drift detection.
Moreover, the framework's evaluation is limited to
network intrusion scenarios, leaving its applicability
to other major healthcare threats, such as insider
threats or medical device hijacking, unverified.

7. Conclusions

This study presented a comprehensive machine
learning framework for detecting and preventing
cyberattacks in healthcare. Its main contribution is
an end-to-end lifecycle approach that encompasses
five essential stages, from data collection to
continuous monitoring, addressing a gap in existing
solutions that often focus solely on specific parts of
the process. Validation with a real healthcare
network dataset demonstrated high effectiveness,
with models like Random Forest achieving 99.2%
accuracy and an F1 score of 98.1%. The study
highlights that, while many existing works focus on
model development, the practical aspects of
implementation, deployment, and ongoing
adaptation are crucial for real-world success and are
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frequently overlooked. The framework offers a
valuable, scalable model for enhancing cybersecurity
in healthcare, thereby protecting patient data,
safeguarding privacy, and ensuring critical
operations remain secure against emerging cyber
threats. Future efforts will involve full deployment in
real-world settings and further enhancements to
continuous monitoring and retraining systems.

List of abbreviations

Al Artificial intelligence

API Application programming interface

APTs Advanced persistent threats

CART Classification and regression trees
A tool used for network flow analysis

CICFlowMeter from the University of Waikato

CPU Central processing unit

CcSv Comma-separated values

DDoS Distributed denial of service

DIECTA Disease in.formation extraction using
CTA matrix

DL Deep learning

DNS Domain name system

DoS Denial of service

DSR Design science research

EHR Electronic health record

EMR Electronic medical record

F1-score Harmonic mean of precision and recall

FL Federated learning

GridSearchCV  Grid search cross-validation

HIPAA Health inst}rance portability and
accountability act

HTTP Hypertext transfer protocol

ICMP Internet control message protocol

ICU Intensive care unit

IoT Internet of Things

IoMT Internet of medical things

IT Information technology

KNN K-nearest neighbors

LOS Length of stay

LR Logistic regression

LRTI Lower respiratory tract infection

LSTM Long short-term memory

MITM Man-in-the-middle

ML Machine learning

MLDPS Machine learning-driven prognostic
system

MLOps Machine learning operations

MLP Multi-layer perceptron

ODCRARS Ontology-driven clinical risk assessment
rule-based system

OSEL Optimized stacking ensemble learning

PCA Principal component analysis

pcap Packet capture

QML Quantum machine learning

REST Representational state transfer

RF Random forest

RTI Respiratory tract infection

SDN Software-defined networking

SGD Stochastic gradient descent

SLR Systematic literature review

SMOTE Synth.etic minority over-sampling
technique

SQL Structured query language

SVM Support vector machine

SYN Synchronize

UDP User datagram protocol
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VHA Veterans health administration
WITS Waikato internet traffic storage
XGB / XGBoost  Extreme gradient boosting
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