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This study examines the balance between usability and security in electronic 
online services by comparing the effectiveness and user experience of 
different authentication methods, including password-only authentication, 
multi-factor authentication (MFA), and biometric authentication. A mixed-
methods approach was used to collect both quantitative and qualitative data 
through usability tests, surveys, semi-structured interviews, and case 
studies. The findings reveal a clear trade-off between usability and security. 
While MFA offers stronger protection, it poses usability challenges, especially 
for novice users who face more errors and take longer to complete tasks. In 
contrast, password-only authentication was faster and easier, but was seen 
as inadequate for protecting sensitive data. Biometric authentication 
emerged as the most preferred option, receiving high satisfaction ratings 
from both novice and experienced users due to its balance between ease of 
use and security. These results emphasize the importance of designing user-
centered security solutions, such as increasing the adoption of biometric 
methods and simplifying MFA to enhance the user experience without 
sacrificing security. The study offers practical recommendations for 
developers and security professionals to create more accessible and secure 
online services. 
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1. Introduction 

*Electronic online services refer to the broad 
spectrum of digital services that are delivered via the 
internet. These services include, but are not limited 
to, e-commerce, online banking, e-government, 
healthcare, and social networking platforms. The 
rapid advancement of internet technologies, 
combined with the widespread adoption of mobile 
devices, has drastically increased the accessibility 
and functionality of these services. This digital 
transformation has reshaped how individuals and 
businesses operate in modern economies, where 
information is exchanged almost instantaneously, 
and transactions can be conducted globally with ease 
(Mihu et al., 2023). 

The scope of electronic services encompasses all 
areas of life, from communication to financial 
transactions. In today's digital economy, these 
services are a crucial driver of growth, contributing 
significantly to the overall productivity of economies. 
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They enable businesses to reach broader markets, 
reduce operational costs, and enhance customer 
interaction through real-time communication and 
data-driven insights. Furthermore, electronic online 
services facilitate innovation by enabling new 
business models, such as the sharing economy, 
digital marketplaces, and fintech solutions, which 
further transform traditional sectors. 

The importance of electronic online services in 
the digital economy cannot be overstated. They 
represent a critical component of the digital 
infrastructure that underpins global commerce. This 
infrastructure enables businesses to optimize their 
operations and offer enhanced convenience to 
consumers, leading to greater efficiency and 
economic value. As the global economy continues to 
evolve, electronic online services will remain central 
to promoting innovation, reducing transaction costs, 
and fostering greater inclusivity in digital access 
(Javaid et al., 2024). 

Balancing usability and security in electronic 
online services is one of the most significant 
challenges in modern system design. Usability 
focuses on making systems intuitive, efficient, and 
easy to navigate, while security aims to protect 
users' data and the system from unauthorized 
access. However, these two objectives often conflict 
with each other. As security measures become more 
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stringent, such as the use of multi-factor 
authentication, complex password policies, or 
CAPTCHAs, they can reduce usability by increasing 
friction in the user experience. Users might 
experience frustration, leading to disengagement or 
errors, which can, paradoxically, reduce security. 

Research indicates that users often lack sufficient 
knowledge to fully understand the implications of 
security measures, causing them to make suboptimal 
decisions when faced with security prompts or 
settings (Ibrahim et al., 2010; Imbaquingo et al., 
2024). Moreover, usability is critical in online 
services like e-government systems, where overly 
complex security procedures can limit accessibility 
and compliance with regulations (Monzón et al., 
2020). This issue is not limited to specific sectors; 
social networking platforms, for example, face 
similar challenges, as privacy and security often 
conflict with users' expectations of ease of use and 
sociability (Zhang et al., 2010). 

The result is a trade-off: systems with robust 
security measures might be more secure, but they 
risk alienating users if they become too complex to 
use. Conversely, overly simplified systems might 
offer a seamless user experience but leave critical 
security vulnerabilities. As such, striking a balance 
between these two factors is essential but difficult to 
achieve. Researchers argue that adaptive security 
models—where security measures dynamically 
adjust based on user behavior and risk—may offer a 
potential solution to this challenge (Furnell, 2016). 

Balancing usability and security is critical for the 
success of electronic online services (Mujinga, 2024). 
When usability and security are not properly 
balanced, both the effectiveness of the system and 
user engagement can be negatively impacted. Poor 
usability often results in low user adoption, 
dissatisfaction, and a higher likelihood of errors. On 
the other hand, inadequate security can lead to 
serious consequences, including data breaches, 
financial losses, and damage to trust. 

When online services prioritize security at the 
expense of usability, users may face complex 
authentication processes, intrusive security 
measures, or interfaces that are difficult to navigate 
(Oguta, 2024). This can deter users from adopting or 
continuing to use the service. For example, research 
in the e-government sector has shown that overly 
complex security measures reduce the accessibility 
and effectiveness of these services, leading to 
underutilization (Monzón et al., 2020). In contexts 
such as anonymity networks, bad usability has been 
shown to reduce the number of potential users, 
ultimately weakening the system’s overall security 
by decreasing the pool of participants. 

In contrast, systems that prioritize usability over 
security run the risk of exposing users to data 
breaches, fraud, and other malicious activities. This 
is especially critical in areas such as online banking, 
where the personal and financial data of users must 
be securely protected. Insufficient security in these 
contexts can lead to significant financial losses, legal 
repercussions, and damage to an organization's 

reputation (Feth, 2015). In e-commerce and mobile 
applications, if security features such as encryption 
and user authentication are not robust, users' 
personal information may be exposed to 
unauthorized access (Nimmi and Janet, 2018). 

Therefore, achieving a balance between usability 
and security is essential to maintain user trust while 
ensuring that data remains protected. The 
integration of user-centric security features that 
enhance the user experience while maintaining 
robust security measures is crucial for fostering 
long-term adoption and trust in electronic services. 

The primary purpose of this research is to 
explore the interaction between usability and 
security in electronic online services, aiming to 
understand how these two elements impact system 
design and user experience. This research will 
investigate the trade-offs that developers face when 
trying to create systems that are both user-friendly 
and secure. Specifically, it will identify common 
usability-security conflicts, analyze their impact on 
user engagement and security effectiveness, and 
propose potential solutions to address these 
challenges. The main objectives of this study include: 
 
• Understanding how usability and security interact. 

The research will explore the interdependencies 
between usability and security, analyzing how 
enhancing one may negatively impact the other. 
For example, increasing security measures (e.g., 
complex password requirements) often reduces 
usability, leading to user frustration or system 
abandonment (Mihajlov et al., 2011). 

• Identifying common trade-offs by reviewing 
various case studies and system implementations, 
this research will identify specific usability-
security trade-offs. These insights will help 
pinpoint the design challenges that developers face 
(Monzón et al., 2020). 

 
The findings of this study have significant 

implications across various sectors: 
 
• E-commerce: Simplified authentication processes, 

such as biometric login and adaptive security 
measures, can reduce cart abandonment rates and 
improve customer retention. For example, 
integrating facial recognition for seamless 
checkout can enhance the shopping experience 
while ensuring transaction security. 

• Online banking: Adaptive MFA systems can provide 
robust protection for high-risk transactions while 
maintaining ease of use for routine logins. Banks 
can implement push notifications or biometric 
verification for account access, offering both 
security and convenience. 

• Healthcare: Patient portals can benefit from 
biometric authentication to secure sensitive 
medical information. Using fingerprints or facial 
recognition ensures secure access without 
burdening patients with complex passwords. 

• Government services: E-government platforms can 
enhance citizen engagement by implementing 
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user-friendly security measures. For instance, 
biometric authentication can simplify processes 
such as tax filing and benefits applications while 
maintaining data security. 

• Education: Online learning platforms can adopt 
biometric verification to ensure secure access to 
exams and coursework. This approach minimizes 
the risk of fraud and provides a seamless 
experience for students. 

2. Literature review 

Usability has long been a critical factor in the 
design of electronic online services, as it directly 
impacts user satisfaction, engagement, and adoption 
rates. Studies in the field of human-computer 
interaction (HCI) emphasize the importance of 
intuitive interfaces and minimal cognitive load to 
improve user experiences. For instance, research on 
e-commerce platforms highlights that simplified 
navigation and clear feedback mechanisms 
significantly enhance user satisfaction, particularly 
for novice users. Similarly, studies on online banking 
systems reveal that streamlined authentication 
processes are essential for retaining users in highly 
competitive markets. These findings underscore the 
necessity of prioritizing usability during system 
design to accommodate diverse user needs. Usability 
in electronic services refers to the ease with which 
users interact with digital platforms and is often 
studied within the field of Human-Computer 
Interaction (HCI). Historically, HCI has focused on 
creating systems that improve user experience by 
optimizing for efficiency, effectiveness, and 
satisfaction (Carroll, 1997). Over time, usability 
research has expanded to include emotional factors, 
such as how users feel about their interactions with 
technology. Aesthetics, satisfaction, and emotional 
engagement are now recognized as essential in 
understanding why users prefer some systems over 
others (Thüring and Mahlke, 2007). In the domain of 
electronic services, usability is essential for ensuring 
that systems are easy to use and promote continued 
engagement. However, usability and security are 
often at odds. Enhancing security measures can 
complicate the user experience by introducing 
additional steps or complex interfaces that may 
frustrate users and decrease system adoption 
(Kainda et al., 2010). 

The interaction between user behavior and 
security in electronic services has been extensively 
studied. User behavior theories suggest that while 
users prioritize convenience and ease of use, they 
may not fully comprehend the importance of 
security, leading to poor decisions regarding their 
own safety in digital environments (Möller et al., 
2011; Saeed, 2023). For example, users often opt for 
simpler authentication processes, such as weaker 
passwords, which compromise security. Models of 
user perception in electronic systems show that 
trust, security, and ease of use are critical for user 
engagement, particularly in areas like mobile 
banking and e-commerce. Studies have 

demonstrated that user perception of security 
directly influences their likelihood to adopt new 
technologies, especially when sensitive data is 
involved (Kindberg et al., 2004). Moreover, the 
perceived usability of security features, such as 
authentication methods, plays a crucial role in 
determining whether users continue to engage with 
these services (Mockel, 2011). 

Incorporating robust security mechanisms into 
digital systems is not only a technical challenge but 
also an economic one. The Return on Security 
Investment (ROSI) framework is used to evaluate the 
financial impact of security measures. It balances the 
costs of implementing security features with the 
potential losses from security breaches. This model 
highlights the importance of cost-effective security 
solutions that do not compromise usability. Studies 
in e-commerce and banking have shown that while 
stricter security measures can mitigate risks, they 
must be implemented in a way that maintains 
usability to ensure customer retention. Research on 
behavioral economics also plays a role in 
understanding how users make decisions regarding 
security. For instance, users are more likely to invest 
in secure technologies if they perceive a direct 
personal benefit, such as protecting their own 
financial data. However, studies show that when 
security is seen as too complex or costly in terms of 
time and effort, users are more likely to abandon 
these safeguards (Dzidzah et al., 2020). 

Security remains a paramount concern in 
electronic services due to the increasing prevalence 
of cyber threats. Multi-factor authentication (MFA) is 
widely regarded as a robust measure for enhancing 
security, but it often imposes additional steps on 
users, creating friction in the login process. 
Password complexity requirements, while effective 
against brute-force attacks, further exacerbate 
usability issues, particularly for novice users. Recent 
advancements in biometric authentication offer a 
promising alternative, combining enhanced security 
with user-friendly mechanisms such as fingerprint 
and facial recognition. These solutions minimize 
cognitive load and reduce the likelihood of user 
errors, making them a preferred option in modern 
systems. 

While significant research has been conducted on 
the usability-security trade-off in online services, 
there remain critical gaps in the literature that need 
further exploration, like the lack of Comprehensive 
Frameworks. Several studies have noted that 
although security and usability are both essential for 
electronic services, there is no comprehensive 
framework that optimally balances these two 
aspects. Current frameworks tend to either focus on 
security or usability in isolation, rather than 
addressing them simultaneously in a manner that 
provides a holistic solution (Naqvi and Seffah, 2019). 
Researchers argue that there is a need for integrated 
models that can offer systematic approaches to 
managing these conflicting requirements in a unified 
way (Alsaleh et al., 2015). Antor exploration is the 
inadequate Real-World Application of Usability-
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Security Models. Although theoretical models exist, 
many have not been validated in real-world contexts. 
For example, some usability-security models are 
overly complex, making them difficult to implement 
in everyday systems such as online banking or e-
commerce platforms. Furthermore, these models are 
not always adaptable to rapidly evolving 
technologies like mobile and cloud computing 
environments, creating a gap in practical 
applicability (Katsini et al., 2016). One of the most 
significant shortcomings in existing research is the 
lack of emphasis on adaptive security mechanisms 
that adjust based on the user’s behavior or context. 
Static security models, such as fixed authentication 
methods, do not consider user risk profiles or 
contextual changes in real-time, leading to a failure 
in optimizing both usability and security in varying 
situations (Alshamari, 2016). 

Another gap identified is the inadequate 
integration of user-centric design principles into 
secure systems (Saltarella et al., 2024). Current 
systems often implement security features that are 
misaligned with how users behave or understand 
security protocols. This gap can lead to poor user 
experiences and decreased adoption of secure 
systems. The development of security frameworks 
that prioritize usability from the user's perspective is 
underexplored, despite evidence suggesting this 
would lead to better outcomes (Mohamed et al., 

2017). Current evaluation metrics used to assess the 
balance between usability and security vary widely, 
and many fail to capture the complex relationship 
between these two aspects. Existing models lack 
standardized metrics for measuring how usability 
improvements impact security and vice versa. There 
is a need for a more consistent set of evaluation tools 
to better assess the trade-offs between these two 
areas (Alarifi et al., 2017). 

These gaps highlight the need for continued 
research to develop practical, adaptive, and user-
friendly frameworks that can be implemented across 
various online services while ensuring robust 
security without compromising user experience. 

3. Research methodology  

For this study on the usability and security of 
electronic online services, a mixed-methods research 
design is proposed in Fig. 1. The combination of both 
qualitative and quantitative methods will allow for a 
comprehensive understanding of the complex trade-
offs between usability and security. A mixed-method 
approach is particularly valuable because it captures 
both the objective usability metrics from 
quantitative methods, such as surveys and usability 
tests, and the in-depth user insights from qualitative 
methods, such as interviews and case studies. 

 

Study Initiation

Qualitative Approach

Quantitative 
Approach

Usability Tests

Surveys

Case Studies

Interviews

Comprehensive Understanding

 
Fig. 1: Research methodology 

 

3.1. Quantitative component 

The quantitative portion will involve usability 
testing and surveys that assess how users interact 
with online services in terms of both security and 
ease of use. Metrics such as task completion times, 
error rates, and user satisfaction levels will be 
collected. Additionally, users will be asked to 
evaluate security features (e.g., multi-factor 
authentication) through standardized usability 
questionnaires (Luo and Botash, 2020). 

3.2. Qualitative component 

The qualitative component will involve semi-
structured interviews and case studies with a subset 
of participants from the quantitative phase. These 

interviews will provide deeper insights into users' 
experiences, including their frustrations or 
perceptions of security features, allowing for a more 
nuanced understanding of the trade-offs users face 
(Alwashmi et al., 2019). Open-ended questions will 
be used to explore the decision-making process of 
users when encountering complex security protocols 
and how they balance security concerns with the 
desire for a smooth, user-friendly experience. 

3.3. Iterative convergent mixed-methods design 

This study will use an iterative convergent 
design, where both qualitative and quantitative data 
are collected and analyzed simultaneously, and the 
results of one phase will inform the next phase. This 
iterative approach ensures that any usability or 
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security issues discovered in early phases can be 
further explored and resolved in subsequent rounds 
(Lesemann et al., 2007).  This mixed-methods design 
provides a robust framework for exploring how 
usability and security interact in real-world contexts, 
enabling both breadth and depth in the analysis. 

3.4. Sample size and demographics 

For this study, the target participants will consist 
of users of online banking services and e-commerce 
platforms, as these sectors frequently face usability 
and security challenges. The sample will include 
users across different demographics such as age, 
gender, education level, and technical proficiency to 
ensure that the findings are generalizable and 
capture diverse user experiences. 

The sample size will be determined based on 
prior research in usability testing, which suggests 
that observing between 15 and 20 participants can 
reveal most usability issues, especially when the 
likelihood of problem detection is high (Lewis, 
1994). However, due to the complexity of balancing 
usability and security, a slightly larger sample will be 
utilized to ensure comprehensive coverage of 
usability problems and their interactions with 
security measures. Research has shown that 
increasing the sample size beyond 5 participants 
significantly increases the likelihood of detecting 
usability problems, with diminishing returns beyond 
20 participants (Faulkner, 2003). Participants will 
range from young adults (18-35 years) to older 
adults (36+ years), as age can influence both 
usability perceptions and security concerns. The 
sample will include users with varying levels of 
familiarity with online services, ranging from novice 
users to advanced users. This will help capture how 
expertise impacts the trade-offs between usability 
and security. To ensure diverse perspectives, the 
sample will be balanced in terms of gender and will 
include participants from different professional 
backgrounds. Given these considerations, a sample 
size of 20-25 participants is planned to provide a 
robust analysis of both usability and security aspects 
of electronic online services. This size is sufficient to 
achieve high coverage of usability issues and ensure 
reliable data regarding security perceptions. 

3.5. Data collection methods 

To effectively study the usability-security trade-
off in electronic online services, a combination of 
quantitative and qualitative data collection methods 
will be employed to ensure robust and 
comprehensive insights. Usability testing will be 
conducted to assess how users interact with online 
services, focusing on task completion, error rates, 
and user satisfaction. Participants will be observed 
performing common tasks such as logging into an 
online banking system or making purchases on an e-
commerce platform. Tools such as SUS (System 
Usability Scale) will be used to measure usability 
perceptions quantitatively (Milosz and Chmielewska, 

2020). Surveys will be given to participants before 
and after usability testing to understand their views 
on both usability and security. The pre-test surveys 
will collect background information about users' 
familiarity with the service, their security concerns, 
and expectations. The post-test surveys will evaluate 
users' experiences with specific security features, 
such as multi-factor authentication, and how these 
features affect their overall satisfaction and 
willingness to use the service. The surveys will be 
administered online, using tools like Google Forms. 

In-depth interviews will be conducted using the 
think-aloud protocol, where participants will express 
their thoughts while completing tasks. This approach 
will help identify specific usability problems related 
to security features, such as difficulties with multi-
factor authentication or password recovery. The 
qualitative data from these interviews will provide 
important context to the quantitative results from 
the usability tests and help identify how security 
features affect the user experience (Milosz and 
Chmielewska, 2020). By combining these methods, 
the study will provide a detailed understanding of 
how users interact with both usability and security 
features in online services. 

3.6. Usability test for online services: 
Authentication and security features 

The usability test aimed to assess the ease of use 
of various authentication methods, including 
password-only authentication, MFA, and biometric 
authentication. The primary objectives were to 
evaluate how users interacted with these methods, 
identify any usability issues such as login failures, 
user errors, or time delays, and gather feedback on 
user satisfaction with the security measures and 
their perceived effectiveness. 

The test was conducted in a controlled 
environment where participants used either a 
standard desktop or a mobile device with internet 
access. Each participant was provided with a test 
account on an online banking or e-commerce 
platform, configured to support three authentication 
methods: Password-only, MFA, and biometric 
authentication (if available). Before beginning the 
tasks, participants received detailed written and 
verbal instructions to ensure they understood the 
process. Participants were asked to complete specific 
tasks, which included logging in using different 
authentication methods and performing a basic 
transaction. After completing each task, they were 
required to fill out a brief questionnaire to provide 
feedback on their experience, focusing on ease of use 
and their perception of the security features. This 
approach ensured that data on task performance, 
user satisfaction, and potential usability issues were 
systematically collected for analysis. Table 1 
summarizes the tasks, objectives, instructions, 
metrics, and expected outcomes for each usability 
test. 

Table 2 shows the post-task questionnaire 
information, and Fig. 2 shows the evaluation process. 
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Evaluate 
Authentication

 Methods

Password-only 
Authentication

Multi-Factor 
Authentication

Biometric 
Authentication

Assess User
 Interactions

Identify Usability 
Issues

Login Failures User Errors Time Delays

Gather User 
Feedback

User Satisfaction 
Survey

 
Fig. 2: Evaluation procedure 

 
Table 1: Tasks of usability test 

Task Objective 
Instructions for 

participants 
Metrics to collect Expected outcome 

Task 1: 
Password-only 

login 

Log in to the online service 
using a password-only 
authentication method. 

Use your assigned 
username and password 
to log into the platform. 

- Task completion time (start to login) 
- Error rate (incorrect attempts) 

- User feedback (difficulty rating: 1 = very 
difficult, 5 = very easy) 

Successful login within 
1–2 attempts. 

Task 2: MFA 
login 

Log in to the service using 
MFA. 

Use your username, 
password, and the 

security code sent to 
your phone. 

- Task completion time (including code receipt 
and entry) 

- Error rate (incorrect attempts) 
- User feedback (task difficulty rating) 

Successful login after 
entering the correct 

security code. 

Task 3: 
Biometric 

authentication 

Log in to the platform using 
biometric authentication (e.g., 

fingerprint). 

Log in using biometric 
authentication (e.g., scan 

your fingerprint). 

- Task completion time (biometric scan 
duration) 

- Error rate (failed biometric scans) 
- User feedback (ease of use compared to other 

methods) 

Immediate login with 
minimal biometric scan 

errors. 

Task 4: Making a 
transaction 

Complete a simple transaction 
(e.g., transfer or purchase) 

after logging in. 

Make a $50 transfer or 
purchase an item using 

your test account. 

- Task completion time (total time for 
transaction) 

- Error rate (transaction process errors) 
- User feedback (ease and perceived security 

rating) 

Transaction completed 
with minimal errors. 

 
Table 2: Post-task questionnaire 

Question Response options 
1. How easy was the login process? 1 (Very difficult), 2 (Difficult), 3 (Neutral), 4 (Easy), and 5 (Very easy) 

2. How secure did you feel using this method? 1 (Not secure at all), 2 (Not secure), 3 (Neutral), 4 (Secure), and 5 (Very secure) 
3. Which login method do you prefer? Why? Answer: ______________________________ 

4. What frustrated you the most about the login process? Answer: ______________________________ 

 

4. Results and discussion  

In this study, a combination of quantitative and 
qualitative analysis techniques was employed to 
process and interpret the data collected from 
usability testing, surveys, interviews, and security 
incident reports. Descriptive Statistics: The first step 
involves calculating basic descriptive statistics such 
as means, medians, and standard deviations to 
summarize the data from usability tests (e.g., task 
completion times, error rates, and satisfaction 
scores). This will provide an overview of the central 
tendencies and variability in the dataset (Taha et al., 
2014). The scores will then be analyzed to assess the 
overall usability of the online services being tested 

(González et al., 2008). By using both statistical 
methods for the quantitative data and coding 
techniques for the qualitative data, this mixed-
method approach will yield a comprehensive 
understanding of the usability-security trade-offs in 
electronic online services. 

4.1. Quantitative analysis 

4.1.1. Task completion time 

The task completion times for each 
authentication method were recorded for all 25 
participants. The average task completion times 
across the different authentication methods are 
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presented in Table 3. Fig. 3 shows the usability 
testing of authentication methods and security 
features. 

 

Usability Test

Login Attempts

Task Completion

Error Handling

Tasks

Age Diversity

Gender Diversity

Technical Proficiency

Participants

Password-only 
Authentication

Multi-Factor Authentication

Biometric Authentication

Authentication 
Methods

 
Fig. 3: Usability testing of authentication methods and 

security features 
 

Table 3: Average task completion times 

Authentication method 
Mean completion 

time (seconds) 
Standard deviation 

(seconds) 
Password-only authentication 22.23 3.73 

MFA 34.97 6.79 
Biometric authentication 5% 1% 

Transaction completion (post-
login) 

51.19 6.91 

 

Table 3 shows that Password-Only 
Authentication had the fastest average completion 
time, with an average of 22.23 seconds, indicating 
that users find it relatively easy to use compared to 
more complex security measures. MFA increased the 
task completion time, with an average of 34.97 
seconds, suggesting that additional security steps, 
such as receiving and entering verification codes, 
require more time and effort. Completing a 
transaction post-login had the longest completion 
time, with an average of 51.19 seconds, which is 
expected as the process involves multiple steps 
beyond authentication. 

4.1.2. Error rates 

The error rates for each authentication method 
were also tracked. Error rates were calculated as the 
percentage of failed attempts relative to the total 
number of attempts for each authentication method. 
Table 4 and Fig. 4 show that Password-Only 
Authentication had the lowest error rate, with an 
overall error rate of 7.5%. Novice users had a slightly 
higher error rate (10%) compared to experienced 
users (5%). MFA had a higher error rate, with 14% 
overall, highlighting the increased complexity of this 
method. Novice users struggled more with MFA, 
making errors in 20% of cases, while experienced 
users had an 8% error rate. During Transaction 
Completion, users encountered errors 8.5% of the 

time, with novice users (12%) struggling more than 
experienced users (5%). 

4.1.3. User satisfaction 

Satisfaction scores were collected using a Likert 
scale, with participants rating their experience. 
Participants were asked to rate their satisfaction 
with each authentication method on a scale of 1 to 5 
(1=very dissatisfied, 5=very satisfied). Providing 
detailed interpretations of error rates and 
satisfaction scores, the data analysis highlights the 
critical differences in user experiences with various 
authentication methods, offering valuable insights 
for improving the design of electronic online 
services. The mean satisfaction scores are presented 
below. 

 

 
Fig. 4: Error rates of authentication methods 

 
Table 5 shows that Password-Only 

Authentication was rated relatively well, with a 
mean satisfaction score of 4.2, indicating that users 
appreciated the simplicity of this method. MFA 
received a lower satisfaction score, with an average 
of 3.0, as participants found it more cumbersome 
due to the extra steps required. Biometric 
Authentication had the highest satisfaction score, 
with a mean score of 4.5, reflecting users' preference 
for this method due to its ease of use and perceived 
security. 

4.1.4. Comparison of novice and experienced 
users 

A deeper analysis of novice vs. experienced users 
highlighted that novice users had consistently higher 
error rates across all tasks, especially with MFA 
(20% error rate), compared to experienced users 
(8% error rate). Experienced users completed tasks 
more quickly and with fewer errors, particularly 
with Password-Only Authentication and Transaction 
Completion tasks. Both groups showed a clear 
preference for Biometric Authentication, with novice 
users reporting an average satisfaction score of 4.3 
and experienced users 4.7. 

 
Table 4: Error rates of authentication methods 

Authentication method Error rate (novice users) Error rate (experienced users) Overall, error rate 
Password-only authentication 10% 5% 7.5% 

MFA 20% 8% 14% 
Biometric authentication 5% 0% 2.5% 
Transaction completion 12% 5% 8.5% 
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Table 5: User satisfaction 
Authentication method Mean satisfaction score 

Password-only authentication 4.2 
MFA 3.0 

Biometric authentication 4.5 

4.1.5. Overall findings and practical implications 

The analysis indicates that there is a clear 
usability-security trade-off. While Password-Only 
Authentication was faster and easier for users, it did 
not provide the same level of security as Multi-
Factor Authentication or Biometric Authentication. 
However, Biometric Authentication stood out as the 
most user-friendly and secure method, offering a 
strong balance between ease of use and security. The 
error rates and satisfaction scores further highlight 
that Multi-Factor Authentication, while more secure, 
introduces usability challenges, especially for novice 
users.  

This suggests a need for developers to streamline 
the MFA process and make it more user-friendly or 
consider adaptive security measures that tailor the 
level of authentication based on user behavior or 
risk. Incorporating Biometric Authentication more 
widely could be a practical solution for enhancing 
both usability and security, as it scored the highest in 
terms of user satisfaction and had minimal errors 
across both novice and experienced users. 

4.2. Qualitative analysis (case studies) 

The purpose of case studies is to gain deeper 
insights into real-world interactions with security 
features. Two participants (one novice and one 
experienced user) were selected for case studies. 
These case studies provided a more detailed 
examination of their interactions with the system, 
including usability challenges and their overall 
experience with security. 

4.2.1. Case study 1: Novice user experience 
(participant A) 

Participant A was a 32-year-old novice user with 
limited experience in online banking. They had an 
average completion time of 45 seconds for multi-
factor authentication and made multiple errors 
during the login process. The key findings can be 
described as the struggles with MFA, password 
frustration, and preference for biometrics. In 
struggles with MFA, participant A found the MFA 
process frustrating, particularly the need to switch 
between devices to enter security codes. They noted 
that the process felt “tedious” and would prefer a 
simpler login method.  

In the password frustration, the user reported 
feeling overwhelmed by password complexity 
requirements, often mistyping their password, which 
increased the number of login attempts. In 
preference for biometrics, participant A expressed a 
strong preference for biometric authentication, 
stating that “it’s quick, easy, and I don’t have to 
remember anything.” For novice users like 

Participant A, MFA and password complexity create 
significant usability challenges. Simplifying these 
processes or offering biometric authentication 
would improve the overall user experience. 

4.2.2. Case study 2: Experienced user experience 
(participant B) 

Participant B was a 45-year-old experienced user 
who regularly used online services, including online 
banking and shopping platforms. Their completion 
time for MFA was 28 seconds, with no errors, and 
they expressed confidence in using the system. The 
key findings are Efficiency with MFA, Strong 
Preference for Biometrics, and No Issues with 
Password Complexity. In efficiency with MFA, 
participant B did not experience major issues with 
MFA, stating that the additional security gave them 
peace of mind without feeling too burdensome. They 
completed the MFA process quickly and appreciated 
the added security. In strong preference for 
biometrics: Despite being comfortable with MFA, 
Participant B expressed a preference for biometric 
authentication due to its speed and simplicity, 
especially on mobile devices. In no issues with 
password complexity, participant B found password 
complexity requirements manageable, indicating 
that their familiarity with security measures made 
these tasks easier to complete. For experienced 
users like Participant B, MFA and password 
complexity were not significant barriers. However, 
biometric authentication was still preferred due to 
its convenience, suggesting that even experienced 
users value methods that reduce friction in the login 
process. 

4.2.3. The main inference of case studies 

• Usability challenges with MFA: Both novice and 
experienced users acknowledged that while MFA 
provides strong security, it creates friction in the 
user experience, particularly for less experienced 
users. 

• Preference for biometrics: Across interviews and 
case studies, participants consistently preferred 
biometric authentication, noting its ease of use, 
speed, and perceived security. 

• Cognitive load from passwords: Users expressed 
frustration with remembering and entering 
complex passwords, particularly when combined 
with MFA. Many suggested that simplifying or 
eliminating password requirements in favor of 
biometric authentication would improve usability 
without compromising security. 

• Recommendations for future systems: Participants 
suggested that future systems should focus on 
reducing the cognitive load associated with 
security features, especially for novice users. 
Offering a seamless biometric login process or 
adaptive security measures based on user 
experience levels would help balance usability and 
security. 
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4.3. Qualitative analysis (semi-structured 
interviews) 

The interviews revealed a clear difference 
between novice and experienced users regarding 
their experience with MFA. Table 6 shows that 
around 60% of novice users expressed frustration 
with MFA, citing the additional steps involved in 
receiving and entering security codes as 
overwhelming. One participant mentioned that 
"having to switch between devices to get the code 
felt tedious, especially when logging in multiple 
times a day. “Only 40% of experienced users 
reported frustration, with the majority finding MFA 
to be a manageable, albeit slightly inconvenient, 
extra layer of security. 

 
Table 6: Frustration with MFA 

User type Frustrated with MFA 
Novice users 60% 

Experienced users 40% 

 
Across both novice and experienced users, 

biometric authentication was universally praised for 
its ease of use and perceived security. Table 7 shows 
that all respondents, both novice and experienced, 
expressed trust in biometric authentication. This 
authentication method was described as "quick, 
easy, and more secure than passwords," especially 
for mobile devices. The consensus suggests that 
biometric methods strike a balance between 
convenience and security that is highly favored by all 
users. 

 
Table 7: Trust in biometric authentication 

User type Trusting biometric authentication 
Novice users 100% 

Experienced users 100% 

 
A significant number of novice users expressed 

frustration with remembering and managing 
complex passwords, while experienced users 
generally did not face the same challenges. Table 8 
shows that 80% of novice users mentioned 
struggling with passwords, particularly when 
coupled with MFA. One novice participant stated that 
"having to remember complex passwords and then 
add MFA on top of that made the login process feel 
exhausting." Only 20% of experienced users 
expressed frustration with passwords, as most had 
developed strategies for managing complex 
password requirements (e.g., using password 
managers or creating memorable passphrases). 

The qualitative findings revealed several key 
insights regarding user experiences with different 
authentication methods. Novice users found MFA to 
be a significant usability challenge, particularly when 
required to switch between devices to retrieve 
authentication codes, which aligns with the 
quantitative data showing higher error rates and 
longer task completion times for MFA among novice 
users. While experienced users generally accepted 
MFA as a necessary security measure, some noted 
minor inconveniences. Both novice and experienced 
users universally preferred biometric authentication 

due to its simplicity and security, which also 
corresponded with the quantitative results, where 
biometrics received the highest satisfaction scores. 
Users consistently praised biometric methods as 
faster and more secure alternatives to passwords 
and MFA. Additionally, password complexity 
requirements were a common source of frustration 
for novice users, who struggled to remember and 
correctly input complex passwords, especially when 
combined with MFA. In contrast, most experienced 
users did not face significant difficulties with 
passwords, often relying on tools like password 
managers to simplify the process. 

 
Table 8: Frustrated with passwords 

User type Frustrated with passwords 
Novice users 80% 

Experienced users 20% 

4.4. Practical implications for developers, 
security experts, and designers 

The practical implications for developers, 
security experts, and designers highlight several 
strategies to enhance both usability and security. To 
improve the usability of MFA, particularly for novice 
users, developers should consider implementing 
adaptive MFA based on the user's risk profile or 
offering simplified verification methods, such as 
push notifications rather than manual code entry. 
Expanding the use of biometric authentication, 
which is universally trusted by users, could further 
enhance both satisfaction and security, with 
biometrics being prioritized in future systems, 
especially for mobile and frequently accessed 
services. Additionally, to address the frustration 
associated with password complexity, developers 
could integrate password managers into their 
platforms or implement passwordless authentication 
options, such as biometric login or single-use login 
links, reducing the cognitive load on users while 
maintaining security. Fig. 5 shows different issues 
with authentication methods. 

5. Limitations of sample size and future 
directions 

While this study provides valuable insights into 
the usability-security trade-off, the relatively small 
and homogeneous sample size poses certain 
limitations. The sample predominantly included 
users familiar with digital platforms, potentially 
overlooking the challenges faced by less 
technologically proficient individuals. Additionally, 
the sample did not fully account for diversity in 
demographics such as age, geographic location, or 
disability, which may influence user interaction with 
authentication systems. 

Future studies should aim to include a broader 
and more representative sample to capture diverse 
user experiences. Expanding the sample size to 
include individuals from varying levels of digital 
literacy, as well as different cultural and 
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socioeconomic backgrounds, will provide a more 
comprehensive understanding of usability and 
security challenges. Moreover, conducting 
longitudinal studies could offer insights into how 
user preferences and behaviors evolve over time 
with repeated exposure to authentication methods. 
Addressing these limitations will help refine and 
generalize the findings, enabling the development of 
more inclusive and user-centered security solutions. 

 

Authentication 
Methods

Increased Security

User Convenience

Complexity

 Multi-factor 
Authentication 

(MFA)

Security Risks

User Convenience

Implementation 
Challenges

Password-only 
Authentication

High Security

User Convenience

Privacy Concerns

Biometric 
Authentication

Fig. 5: Different issues with authentication methods 

6. Emerging technologies: Future applications 
and challenges 

The integration of advanced technologies such as 
continuous authentication and adaptive security 
measures presents significant opportunities and 
challenges for the future of electronic online 
services. Continuous authentication involves the 
ongoing verification of user identity through 
behavioral biometrics (e.g., typing patterns, mouse 
movements, or device usage). This approach 
enhances security by detecting anomalies in real-
time, making it particularly valuable in high-security 
environments such as financial systems and 
government portals, where constant vigilance 
against unauthorized access is critical. However, 
implementing continuous authentication raises 
challenges related to privacy concerns and system 
performance, as it requires robust infrastructure and 
user consent for the collection and analysis of 
behavioral data. 

Adaptive security measures dynamically adjust 
authentication requirements based on risk 
assessment. For instance, e-commerce platforms can 
simplify authentication for trusted users during low-
risk transactions while imposing stricter measures 
for higher-risk activities. In healthcare, adaptive 
security can protect sensitive patient data by 
increasing authentication requirements during 
unusual access patterns. Despite their potential, 
these systems must be carefully calibrated to avoid 
overwhelming users or inadvertently compromising 
security. The success of these technologies hinges on 
achieving a balance between usability and security, 
ensuring seamless integration into existing systems 
without alienating users. 

7. Future research directions 

The findings of this study highlight several areas 
for further research to deepen the understanding of 
the usability-security trade-off in online services. 
Future studies could explore adaptive security 
models that adjust authentication requirements 
based on user behavior or risk profiles. This 
approach would help balance robust security with a 
seamless user experience, particularly for novice 
users who struggle with complex security measures 
like MFA. 

Additionally, longitudinal studies tracking user 
engagement and satisfaction over extended periods 
would provide insights into how users adapt to 
security features over time, particularly whether 
initial frustrations diminish with repeated use. 
Investigating the integration of emerging 
technologies, such as voice recognition and 
continuous authentication, could offer alternative 
solutions for enhancing both usability and security. 

Finally, future research should focus on 
developing comprehensive frameworks that 
optimize usability and security across various user 
groups and service types, ensuring that solutions are 
scalable and inclusive. These directions would 
contribute to the development of more user-friendly 
and secure online services, bridging the gap between 
theory and real-world application. 

8. Conclusion  

This study explored how to balance usability and 
security in online services by comparing different 
login methods: password-only, MFA, and biometric 
authentication. Using both quantitative and 
qualitative methods, the results showed a clear 
trade-off between usability and security. MFA 
offered stronger security but caused more 
difficulties for users, especially beginners, as shown 
by higher error rates, longer times to complete tasks, 
and lower satisfaction. In contrast, password-only 
login was easier to use but did not provide enough 
security for sensitive actions. Both new and 
experienced users preferred biometric 
authentication, rating it highly for both ease of use 
and security. This suggests that biometrics may 
provide the best balance between user-friendliness 
and strong protection. The findings highlight the 
need for system designers and security professionals 
to focus on using biometrics and to make MFA easier 
to use, especially for less experienced users. 
Improving password design or offering password 
management tools could also make systems easier to 
use, showing the importance of creating security 
solutions that are both effective and user-friendly. 
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